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1 EXECUTIVE SUMMARY 

The purpose of this WP5-D5.2 deliverable (Evaluation method design, evaluation of IRENE methods, 

collaboration frameworks and modelling tool) of the project IRENE is to test and assess the scalability 

of the methodologies, policies, frameworks and tools via gaming simulations with students and stake-

holder workshops. The best practices related to evaluating systems and tools from WP5-D5.1 are put 

into practice into this deliverable. As a result, it forms basis for designing and studying outcomes of 

gaming simulations and stakeholder workshops that aim to improve infrastructures. 

 

Stakeholders and students are exposed with disaster scenarios using the methods and tools developed 

by IRENE. The policies and methodologies developed in WP3 and the tool developed in WP4 will 

be integrated in the system architectures, together with feedback from the evaluation Work Package 

(WP5). Quantitative assessment of the dependability and security of the Smart Grids and the inter-

acting infrastructure will be performed using model-based approaches. In addition an assessment of 

the solutions proposed within IRENE and the quantification of the gained improvements will be per-

formed. The D5.2 will study feedbacks from students, assess scalability of the methods and tools to 

real-life situations, and report on quantitative assessment of the dependability of microgrids schemes 

improved during modelling sessions. This will further supports and complements the analysis includ-

ing evaluations related to dependability and security assessment. 

 

The tasks for this deliverables are: 

Task 5.2 Design of IRENE evaluation method  
This task involves the design of the method for evaluating the practicability, efficiency and the impact 

mitigation approaches and policies developed by IRENE.  

 

Task 5.3 Evaluation of IRENE methods, frameworks and tools  
This task involves the collection, processing and analysis of the data collected during the gaming and 

stakeholder workshop activities. The task will produce one deliverable. This deliverable will contain 

both a statistical analysis of the quantitative data collected during the evaluation as well as a narrative 

of the qualitative findings.  

 

The organisation structure of this Deliverable is as follows: 

 

Chapter 2 introduces and applies the design of the IRENE evaluation method through the surveyed 

state-of-the-art in gaming sessions and stakeholder workshops in the IRENE Deliverable D5.1 within 

WP5 [1]. The Chapter further applies the ‘Evaluation Continuum’ to evaluate the IRENE tools for 

collaborative grid planning purposes. 

 

Chapter 3 presents the design of the gaming sessions and stakeholder workshops. The design includes 

several challenges in the grid that have to be addressed/mitigated.  

Chapter 4 presents the questionnaire design for the gaming session and stakeholder workshop. The 

questionnaire design aims to examine the perceptions of IRENE approaches in terms of the degree of 

efficiency, practicability and impact mitigation.  

 

Chapter 5 & 6 present the evaluation of the gaming simulation and stakeholder workshop respec-

tively. A baseline grid configuration is developed and fellow students and stakeholders are required 
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to undertake collaborative grid planning and further propose several solutions in order to improve the 

robustness of the ordinary grid structure. IRENE tools are used to simulate the outcome decision 

proposed by fellow students and stakeholders, along with results, discussions and evaluations of the 

gaming session and stakeholder workshop.   

 

Chapter 7 describes an approach to evaluate the potential cascading failures and impact of failures 

across the grid. The approach is able to access the resilience of the grid topology and to identify the 

parts of the grid that are more vulnerable to cascading failures. The approach further confirms the 

analysis achieved in the application of the IRENE framework.  

 

Finally, Chapter 8 concludes.   
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2 DESIGN OF IRENE EVALUATION METHOD  

The introduction of renewables and decentralization of the grid structure is a promising approach to 

future smart grid technology. However, the implementation of smart grids may require more and 

more stakeholders to be involved in strategic grid management and planning. Stakeholders need to 

collaboratively improve the robustness and resilience of the grid but with complex consistent and 

comprehensive procedures. Accounting for robustness, resilience and cost are a complex task related 

to the management of the electricity grid.  

The purpose of this deliverable is to test and assess the practicability, efficiency and impact mitigation 

approaches, methods and frameworks developed in IRENE to the real-life scenarios, and also the 

dependability and security assessment of the IRENE toolsets. In order to achieve these students’ gam-

ing simulation and stakeholder workshops are planned and organised. The following sections describe 

the deployment of the methodology as developed in IRENE WP5-D5.1 [1] to further test the IRENE’s 

methods, frameworks and toolsets. This involves the characteristics of the experiments designed, the 

coordination and controlling of the experiments, as well as the collection, analysis and interpretation 

of experiment data during the gaming simulation and workshops. 

 

2.1 RESILIENCE AND ROBUSTNESS 

The increased interconnectivity and deployment of smarter grids where services are mostly consumed 

by citizens and critical facilities, as well as the limited amount of storage technology available to store 

excessive amount of generated energy make energy such a limited resource. The robustness and re-

silience of the grid can be formulated to evaluate the way to share a limited resource between multiple 

stakeholders. To find the optimal arrangements, stakeholders need to collaboratively plan an overall 

grid system. Additionally, for robustness and resilience management it is important for stakeholders 

to evaluate the improved grid system on possible undesirable events. This is because the enhancing 

the robustness and resilience may (or may not) incur additional monetary costs. 

As provided in [1], four sequential steps are further used in the task of designing the gaming simula-

tion and workshops.  The established steps enhance the focusing of resilience analysis through the 

alteration of certain grid components and the evaluation of alterations by fellow stakeholders and 

students. The four steps are explained as follows:  

 Step 1: Electrical grid description (roles of city-level stakeholders, grid topology, the addi-

tion/removal of grid components, grid component settings); 

 Step 2: Identifying the impact of threats, the governed regulation and policies, and exploring 

alternatives to mitigate the impacts (islanding operation, reduce consumption load, preserve 

critical loads, mitigate lists of local threats); 

 Step 3: The ‘What-if’ analysis (Resilience and monetary) of several scenarios (e.g., normal 

operation, economic-islanding, short-term outage, long-term-outage, complete grid outage) 

after Step 2. This step can be looped back to either Step 1 or Step 2, depending the degree of 

grid component alterations implemented.  

 Step 4: The evaluation from students and stakeholders. This step can also lead to return to 

Step 1 (as if the updated evaluations do not produce satisfactory improvements) or the optimal 

outputs to policy and management actions. 
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2.2 ROLE OF STAKEHOLDERS 

The collaboration of stakeholders is vital for improving the resilience of a complex system, such as 

an urban grid. As mentioned, the multi-stakeholder approach might account for input from different 

actors. The lists of stakeholders into the grid collaboration framework as listed in [2] include Munic-

ipal authority planner, Distribution Network Operator (DNO), Developers, Critical Infrastructure Op-

erator, Business and Citizen Representative. Their expertise is complementary to account for strategic 

grid planning. As mentioned in [1], city planner might have significant expertise in daily administra-

tive operations, but not necessarily in the topic of grid planning. In contrast, grid operators that are 

responsible for day-to-day functioning of the infrastructure, may overlook the importance of particu-

lar customers for the proper functioning of the city as a whole. All these stakeholders might account 

for multiple factors and consider how the introduction of new components can improve the grid func-

tioning in times of outages. Therefore, the multiple collaboration of stakeholder is important. 

In designing the stakeholders’ collaboration framework in gaming simulations with students, students 

will be represented as city-level stakeholders (City planner, DNO, and Citizen & Business Repre-

sentative), to improve the resilience and robustness of the overall grid. Meanwhile, stakeholders with 

different expertise will be invited to the stakeholder workshop that require them to sit together and 

collaboratively plan a grid structure that will improve the robustness and resilience of the electricity 

networks.  

 

2.3 THE EVALUATION CONTINUUM 

An ‘evaluation continuum’ is outlined in the earlier [1] that reflects real-world factors in which the 

evaluation of a tool for collaborative grid modeling might take place. The evaluation continuum is 

presented in Figure 2-1: 

 

Figure 2-1. Evaluation continuum: evaluation aspects and system design [1]. 

The evaluation can focus on different aspects: collaborations, collaborative planning as a process, 

planning with tools as a part of it, and the tool evaluation. The tool evaluation is the decision support 

system (DSS) evaluation, as the IRENE toolsets support specific decision-making processes. The 

evaluation of DSS is related to: 1. decision value and 2. Decision maker(s), where the perceptions of 

decision values are evaluated by decision makers in order to form the desired output of the formula-

tion and process in grid planning strategy. 
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The evaluation continuum of Figure 2-1 is applied into the IRENE evaluation framework, where the 

first instance the community partnership framework (students and stakeholders) is applied to enhance 

the community planning in grid infrastructure problems that could not be solved by single person 

alone. After that, IRENE toolset is used by fellow students and stakeholders to evaluate the functional 

requirements of grid improvements. Then, the IRENE toolset is further used to evaluate the perfor-

mance (resilience, threat mitigation and monetary cost) of different grid component alterations. In 

other words, the IRENE toolset provides several decisive values that allow the decision makers to 

summarize the formative presentation of results through the grid analysis using IRENE’s methodol-

ogy, policy and toolset. The important features of several solutions and the anticipated grid planning 

impacts must introduced during in gaming and workshop sessions. This concerns with which factors 

that affect the overall grid planning strategy. The continuum aims to provide a reference knowledge 

base for such a decision. The key performance indicators – resilience, threat mitigation and monetary 

costs, will account for evaluating decision values that evaluate improvements in urban grid planning. 

As mentioned in [1], the system design and system engineering methods are used to complement the 

validation of evaluation continuum. This is the “comprehensive, iterative and recursive” step where 

the students and stakeholders provide the grid planning strategy requirements as the initial step. 

Through the use of IRENE methods, policies and toolsets for grid planning purposes, students’ and 

stakeholders’ requirements are linked with IRENE’s functional analysis and further validation pro-

cess are performed to determine the level of acceptance on IRENE’s methods, policies and toolsets 

by students and stakeholders. Use case scenarios are used not only to bridge the validation and eval-

uation efforts, but also enhance the level of confidences among students and stakeholders of the prac-

ticability of IRENE methods, policies and toolsets in real-life scenarios.  

Overall, the system design and engineering methods enable students and stakeholders to examine 

whether the IRENE is applicable for their needs. Additionally, different level of expertise during the 

gaming sessions and stakeholder workshops are expected. Henceforth, different types of question-

naires to be asked are delegated at the end of the gaming simulation and workshops. For instance, 

less experienced participants of such sessions can provide their view on how a system operates as a 

whole (‘system test’ characteristic). Questions related to the scalability of solutions and the limits of 

applications of artifacts can be asked to more experienced practitioners. The feedback collected dur-

ing the gaming and stakeholder workshop sessions will be used for validating the IRENE methods, 

policies and toolsets. This will consider the evaluation from the perspective of decision makers.  
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3 GAMING AND WORKSHOP DESIGN 

3.1 GAMING SIMULATION – AN INTRODUCTION 

Total of three gaming sessions will be conducted with fellow students throughout the IRENE project 

lifetime. Two sessions will be held at CuriousU summer school at University of Twente (UT) and 

University of Florence (UNIFI), and one session will be held at Queen Mary University of London 

(QMUL) on 1st December 2016. The goal of the gaming is to validate the applicability of the IRENE 

tools, methodologies and policies for improving the robustness of the urban electrical grids.  

3.1.1 CuriousU summer school gaming simulation 

The three experiments within the two gaming sessions are interrelated as shown in Figure 3-1. The 

combination of three experiments covers different combinations of possible usage of the iconic mod-

elling language. The focus of the second and the third experiments concerns modelling a system and 

identifying threats to a system accordingly. Together, the system of experiments deals with both mod-

elling and threat identification steps. With respect to evaluation criteria, the perception of users are 

studied and amounts of threats identified by different groups are compared. The participants will be 

provided with both iconic or textual grid elements for Experiments 1 and 2. Constructed grid models 

(either iconic or textual ones) together with a generic threat list forms the input to Experiment 3. The 

configuration of experiments forms a structure that assessed the utility of iconic models, influence of 

iconicity to model the grid, and its role in identifying threats. Samples of BSc, MSc and PhD students 

are used. Experiments 1 and 2 will be conducted at UT during the CuriousU summer school. Later, 

Experiment 3 will take place at UNIFI.  
 

 
Figure 3-1 Outline and relations between the three experiments [3] 

For the CuriousU gaming session, an urban electricity grid will be taken as an example of an adaptive 

cyber-physical system. The grid model represents city-level grid components (e.g., a power substa-

tion, hospital) and connections between them. Such a model consists of: i) nodes as modelling ele-

ments that represent the system components and ii) links among the nodes. While students are not 

representative city planners (and we acknowledge that it somewhat weakens evaluation efforts), the 

outcomes of the experiments are produced by general cognitive mechanisms which are shared by 

both groups. Furthermore, students are unlikely to possess knowledge or experience with regard to 

critical infrastructure modelling tools or threat identification techniques. Therefore, students will be 

firstly introduced to typical infrastructure components of grids simulating the basic knowledge that 

city planner stakeholders may have by IRENE researchers. 
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3.1.2 QMUL gaming simulation 

For the gaming session at QMUL, IRENE researchers will be expected to deliver lectures on smart 

grids to introduce students to major ideas of smart grids, as well as the current issues and challenges. 

The IRENE toolset will be demonstrated to students to clarify the idea how modelling tools can used 

to improve the resilience of the overall grid. Student will then further required to discuss what grid 

updates might be introduced to ensure that a city can withstand a blackout with less negative impact. 

The aim of this exercise is to investigate how the tool (in the context of collaborative decision making 

in the situation of uncertainty) can be used to improve the robustness/resilience of a complex urban 

grid.  

 

3.2 STAKEHOLDER WORKSHOP SESSION  - AN INTRODUCTION 

The goal of the gaming workshop is to assess scalability of the IRENE methods, policies and tools to 

real-life situations, using the expertise of the stakeholders. The stakeholder workshop will be held at 

the Power Networks Demonstration Centre (PNDC) in Glasgow, 24-25th January 2017. IRENE re-

searchers will be expected to deliver lectures on smart grids to introduce stakeholders to major ideas 

of smart grids, as well as the current issues and challenges. The IRENE software toolset will be 

demonstrated to stakeholder to clarify the idea of how modelling tools can used to improve the resil-

ience of the overall grid. Stakeholders will be briefed on the changes that the grid might undertake, 

and they are required to use the IRENE toolset (in the context of collaborative decision making in the 

situation of uncertainty) to improve the robustness/resilience of a complex urban grid.  

 

3.3 DESIGN METHODOLOGY 

3.3.1 CuriousU gaming session 

Using the experimental design methodology as outlined in [3]. Here the experiments for the CuriousU 

gaming simulation and the workshops consider modelling challenges (MC): 

- MC1. To support the reduction of the cognitive complexity required to understand and model 

a system; 

- MC2. Top facilitate the threat identification activity using a system model. 

The experiments tackle challenges MC1 and MC2 as shown in Table 3-1. Also, the table describes 

the sample populations, modelling targets, and treatments of the three experiments. 
 

 Experiment 

 1  2  3  

Challenges tackled MC1, MC2 MC1 MC2 

Sample Population 2 groups of 6-8 participants 2 group of 3 partici-

pants 

Modelling Target Infrastructure of the grid on UT campus Model of UNIFI area 

Treatment Design a prototype using provided software 

tools 

List of threat occur-

rences in the given 

scenario 

Table 3-1 Characteristic of the experiment for CuriousU summer school [3].  
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Experiment 1 focused on whether modelling a grid (MC1) and identifying threats (MC2) can be per-

formed within a comparable time interval by using iconic or symbolic modelling constructs. For this, 

the students will be required to construct a model how they imagine the campus grid (e.g. University 

of Twente) in 5-10 years. The potential threats to the validity of this experiment is that the pre-existing 

security or safety knowledge and experimenter expectancy (as the exercise will be supervised) cannot 

be controlled. However, the treatment and measurement validity will be verified by running the two 

sessions in parallel provided by each group of students with the same tools (MS Visio) and instruc-

tions (handouts). Two supervisors involved in the experiment will be allowed only to answer ques-

tions strictly related to the threat lists. 

 

Experiment 2 concerns only with the modelling task and will not cover the threat identification step. 

It investigates whether iconicity of the modelling language influences the modelling changes in the 

system and understand-ability (MC1). After performing the task, the participants (students) are re-

quired to fill in a questionnaire (subsection 4.1). Experiment 2 will be conducted under stricter con-

ditions: supervisors are not allowed to assist the modellers. Participants will answer printed question-

naires immediately after the task. However, group dynamics may influence the measurement validity. 

For instance, one can assume that some participants may have reported lower agreement or perceived 

the task as more difficult due to intra-group personality or skill mismatches. The experiments do not 

investigate either of these aspects. Nevertheless, as the groups will be formed from a pool of partici-

pants with similar education experiences, it is expect that influences of these aspects are limited. 

Another threat to validity to the second experiment is that both groups may have worked in a single, 

although in a very large room. To counter it two supervisors will try to limit cross-group interaction. 

 

Experiment 3 explicitly deals with identifying threats to a grid. It concentrates on how participants 

relate an iconic or symbolic grid model to a generic threat list. It is designed to understand how the 

iconicity feature of a model influences the ability of non-experts to perform an effective - complete, 

precise, and accurate - threat identification task (MC2). After defining two groups of 3 students at 

UNIFI, the participants will be asked to identify all the possible threat occurrences of a given mod-

elled scenario considering a reference threat list [4]. All participants with the same scenario, described 

either in iconic or symbolic signs. The independent variable (iconicity of constructs), thus, was thus 

similar as in Experiment 1 and Experiment 2. See Table 3-1 for details. The obtained threat lists will 

be compared with a list provided by an expert from UNIFI to assess the completeness of students' 

lists. Also, the participants are required to fill in a questionnaire (subsection 4.1) after the gaming 

session. 

3.3.2 QMUL gaming and PNDC stakeholder workshop  

Due to the similarities of the design methodology for both QMUL gaming and PNDC stakeholder 

workshop, such design methodologies are explained under the same subsection.  

Similarly, using the experimental design methodology as outlined in [3]. Here the experiments for 

the QMUL gaming simulation and the PNDC workshop consider challenges (C): 

- C1. To support the increased population by adding/removing  grid components within the grid 

model; 

- C2. To support the failure/outage occurs within the grid elements where: 

- C2a. To support single failure within single point/node of grid architecture; 

- C2b. To support the complete grid outage in the entire grid architecture; 

- C3. Towards decarbonisation. 
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For the purpose of evaluation, an example of urban city is taken as the central theme of the gaming 

simulation and workshop. The urban grid represents city-level grid components (e.g. mid-scale power 

stations, small-scale local generations, critical infrastructures such as hospitals) with electrical con-

nection line connecting generation and consuming side. Then, assuming the future case the city grows 

with increased populations. This accounts the need to modify the existing urban grid architecture 

configurations to adapt to the future grid scenario. The overall characteristics of experiments designed 

for the gaming and workshop to tackle C1 and C2 is presented in Table 3-2 Characteristic of the 

gaming and stakeholder workshop experiment. 

 Experiments 

QMUL gaming (G) Stakeholder workshop (S) 

Challenges C1,C2 C1, C2, C3 

Sample population  2 groups of 3 participants (stu-

dents) 

3 participants (stakeholders) 

Initial grid scenario Urban city grid Urban city grid 

Treatment -Change network architecture 

when city population grows 

-Change network architecture 

to improve the overall resili-

ence 

-Change network architecture 

when city population grows 

-Change network architecture 

to improve the overall resili-

ence 

Table 3-2 Characteristic of the gaming and stakeholder workshop experiment. 

Overall, the aim of the experiments are to encourage the collaboration purposes within students and 

stakeholders to tackle the challenges (C1, C2) from the initial grid scenario so that the improved grid 

will deliver desired services in the future. The tool calculates two indicators – resilience coefficients 

and monetary costs (with or without savings). The resilience coefficient in this paper is computed 

based on the extents in which the amount of energy demand within consumers are met when there is 

an outage in the grid [5]. The resilient coefficient is determined as the mean fraction of the demand 

served for the outage node divided by the overall demand. A grid is robust and resilient when the 

computed resilient coefficient is high, or is maintained throughout the outage period. The cost savings 

are determined based on the difference in between the business-as-usual operation of the traditional 

grid (without capability of islanding, and also without implementation of DGs, energy system stor-

ages and renewables), and the alternative operation mode, when DGs, energy storage systems and 

renewables are activated. 
 

Experiments are carried out for students and stakeholders with and without specific experience on 

smart grid backgrounds. Additionally, students participating in the gaming simulation are the repre-

sentative of the stakeholders. Overall some of participants (e.g. students, business and citizen repre-

sentative) invited were relatively new in smart grid backgrounds. In order to enhance the concept of 

smart grids within participants and also, to allow validity of the evaluation continuum, participants 

were firstly introduced to smart grids, as well as the basic grid architecture and components.  

 

After the completion of experiments, participants are required to complete questionnaires individu-

ally. Different versions of questionnaires are delegated due to different nature of knowledge and 

background possessed by students and stakeholders. The questionnaires will typically evaluate the 

efficiency, practicability and impact mitigation, approaches, policies and toolset developed by 

IRENE. 
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3.4 IRENE WORKFLOW IN GAMING AND STAKEHOLDER WORKSHOP 

The IRENE open modelling framework which was introduced in IRENE D4.2 of WP4 [6]  includes 

an IRENE toolset that is supported by a workflow, as depicted in [7]. Overall, the IRENE toolset 

includes the Evolutionary Threat Analysis (ETA), BayesianFAIR, Microgrid Evaluation (MGE), Sin-

gle Failure Simulation Tool (SILFAST), and Overall Grid Modelling (OGM).  

The ETA will be used to evaluate threats from the grid evolutions (e.g. grid infrastructural upgrades) 

as proposed by students and stakeholders. This will lead to the changes in the number of threats 

impacting the grids as described by the evolutions. The BayesianFAIR will further allow the numer-

ical threat ranking assessments that will help the students and stakeholders to focus on effective mit-

igation plans.  

The MGE is an event based simulation of interacting the load prediction and its flexibility, along with 

the optimization models to produce new local control actions that reduces the demand. It is the de-

mand management control mechanism. The SILFAST applies the mid-level topology to identify the 

overloaded lines due to single line failures. Both MGE and SILFAST will be demonstrated towards 

fellow students and stakeholders using video presentations of tool simulations. 

The OGM is a Graphical User Interface (GUI) based engineering tool for fellow users to manipulate, 

evaluate and update the existing grid infrastructure, demand prediction and revised policies. The 

OGM will be used in the gaming and stakeholder workshops to allow the resilience assessment of 

grid changes in real-time.  

In addition to the IRENE workflow, a model-based-evaluation technique that was introduced in [1] 

will be further applied in this deliverable in order to evaluate the potential cascading failures and 

impact of failures across the grid. The approach is able to access the resilience of the grid topology 

and to identify the parts of the grid that are more vulnerable to cascading failures. The approach will 

validate the analysis achieved in the application of the IRENE framework. 
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4 QUESTIONNAIRE DESIGN 

4.1 QUESTIONNAIRE DESIGNS FOR CURIOUSU GAMING SIMULATION 

There will be no questionnaire session in the Experiment 1 of the CuriousU gaming simulation. For 

Experiment 2, questionnaire session will be conducted where the questionnaire forms by 4 questions 

to document students’ perception of difficulty and success of the modelling task. Questionnaire de-

sign asks for a score from 1 to 5 to each question following a psychometric semantic differential scale 

to reduce acquiescence bias [7]. 

E2Q1.   "How would you describe the difficulty of the task you just completed?” 

Rate from 1 (Very easy) to 5 (Very Difficult); 

E2Q2.   "How satisfied are you with the tools provided to complete the task?” 

Rate from 1 (Not Satisfied) to 5 (Very Satisfied); 

E2Q3.   "How would you rate the amount of time it took to complete the task?” 

   Rate from 1 (Very little time) to 5 (Too long); 

E2Q4.   "How much do you agree with the final version of the model?” 

Rate from 1 (Don't agree) to 5 (Fully agree). 

 

The questions for Experiment 3 are as follows: 

 

E3Q1.   "How would you describe the diffculty of building the list of threats?” 

Rate from 1 (Very easy) to 5 (Very Diffcult); 

E3Q2.   "Was the graphical/symbolic description enough to complete the task?”  

Rate from: 1 (Unnecessary) to 5 (Very Useful); 

E3Q3.   "Did you feel that additional software supports were needed?”  

Rate from: 1 (No) to 5 (Yes, I was lost); 

E3Q4.   "How would you rate the amount of time it took to complete the task?”  

Rate from: 1 (Very little time) to 5 (Too long); 

E3Q5.   "Do you feel that the list you provided is complete?”  

Rate from 1 (Very poor list) to 5 (Very complete list). 

4.2 QUESTIONNAIRE DESIGN FOR QMUL GAMING SIMULATION 

The gaming simulation (as presented Table 3-2) focused on addressing the challenges C1 and C2 

using the IRENE’s approaches from the initial grid scenario so that the improved grid will deliver 

desired services in the future. After the gaming sessions, students were asked to fill in a questionnaire 

formed of 12 questions to document their perception of using the IRENE approaches, the degree of 

efficiency, practicability and impact mitigation approaches in collaboratively proposing an improved 

grid solution. Questionnaire design contained the score from 1 to 5 and 1 to 7 through a psychometric 

sematic differential scale to reduce acquiescence bias [8] and the anonymous-based questionnaire to 

reduce response bias [7]. The questions were as follows: 

G1Q1.  “The main stakeholder role in the workshop?” 

Roles: Municipal authority planner, Distribution Network Operator, Critical infra-

structure owner/operator, Business and Citizen Representative groups, other; 

G1Q2.   “Please rate your current knowledge on smart grids”; 

  Rate from 1 (Very low) to 7 (Very high); 

G1Q3.  “Please rate the practicability of:  
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Rate from 1 (Very incorrect) to 7 (Very correct); 

G1Q3a. consumer profile with DSM capability? 

G1Q3b. assumption on controlled generations required to balance the demand? 

G1Q3c. assumption that the islanded operation is possible during an outage/contingency 

event? 

G1Q3d. assumption on plausible points of disconnected load during the outage/contingency 

simulation? 

G1Q3e. assumptions that IEEE-14 bus can be used in the toolset? 

G1Q3f. assumption that some loads are critical? 

G1Q3g. assumption that some loads are uninterruptible”   

G1Q4. “Please rate the effectiveness of: 

  Rate from 1 (Very ineffective) to 7 (Very effective); 

G1Q4a. the toolset in addressing the outage? 

G1Q4b. the threat assessment within grid components? 

G1Q4c. the demand forecast?” 

G1Q5.  “Please rate the efficiency (speed) of: 

Rate from 1 (Very inefficient) to 7 (Very efficient); 

G1Q5a. time needed to run/re-run a simulation? 

G1Q5b. time needed to construct/re-construct the grid components? 

G1Q5c. time needed to run/re-run a demand forecast?” 

G1Q6.  “How would you rate the level of: 

Rate from 1 (Very low) to 7 (Very high); 

G1Q6a. knowledge required in using the toolset? 

G1Q6b. easiness in using the toolset?” 

G1Q7.  “If you rate the level of G1Q6. As 5 or above, please explain why?” 

Open-ended-questions; 

G1Q8.  “How understandable is the toolset simulation in: 

  Rate from 1 (Very easy) to 7 (Very hard); 

G1Q8a. Resilience coefficient; 

G1Q8b. Threat assessment;” 

G1Q9.  “How practicable (realistic) is the toolset simulation in: 

Rate from 1 (Very unrealistic) to 7 (Very realistic); 

G1Q9a. Resilience coefficient; 

G1Q9b. Threat assessment;” 

G1Q10. “How strongly do you agree that the toolset is: 

Rate from 1 (Completely disagree) to 7 (Completely agree); 

G1Q10a. practicable for evaluation of urban electricity network? 

G1Q10b. fast in providing simulation analysis of urban electricity network? 

G1Q10c. useful in addressing the outage in urban electricity network?” 

G1Q11. “How strongly do you agree that the grid modelling toolset is useful: 

Rate from 1 (Completely disagree) to 5 (Completely agree); 

G1Q11a. as a collaborative decision support system? 

G1Q11b. in establishing a collaborative planning framework among stakeholders?” 

G1Q12. “What would you suggest to improve the toolset?” 

  (Please provide at least two suggestions). 
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4.3 QUESTIONNAIRE DESIGN FOR PNDC STAKEHOLDER WORKSHOP 

The stakeholder workshop (as presented Table 3-2) focused on addressing the challenges C1, C2 and 

C3 using the IRENE’s approaches from the initial grid scenario so that the improved grid will sustain 

against the increased populations (due to city grows) and decarbonisation in the future. Similar with 

the gaming simulation design, after the workshop sessions, stakeholders were asked to fill in a ques-

tionnaire formed of 11 questions to document their perception of using the IRENE approaches, the 

degree of efficiency, practicability and impact mitigation approaches in collaboratively proposing an 

improved grid solution. However, some questions were altered to suit the level of expertise within 

the stakeholders participated in the workshop. The questions were as follows: 

G1Q1.  “What is your main role in your company?” 

Roles: Municipal authority planner, Distribution Network Operator, Critical infra-

structure owner/operator, Business and Citizen Representative groups, other; 

G1Q2.   “Please rate your current knowledge on smart grids”; 

  Rate from 1 (Very low) to 7 (Very high); 

G1Q3.  “Please rate the practicability of:  

Rate from 1 (Very incorrect) to 7 (Very correct); 

G1Q3a. consumer profile with DSM capability? 

G1Q3b. assumption on controlled generations required to balance the demand? 

G1Q3c. assumption that the islanded operation is possible during an outage/contingency 

event? 

G1Q3d. assumption on plausible points of disconnected load during the outage/contingency 

simulation? 

G1Q3e. assumption that some loads are critical? 

G1Q3f. assumption that some loads are uninterruptible?”  

G1Q4. “Please rate the effectiveness of: 

  Rate from 1 (Very ineffective) to 7 (Very effective); 

G1Q4a. the tool in addressing the outage? 

G1Q4b. the demand forecast?” 

G1Q5.  “Please rate the efficiency (speed) of: 

Rate from 1 (Very inefficient) to 7 (Very efficient); 

G1Q5a. time needed to run/re-run a simulation? 

G1Q5b. time needed to construct/re-construct the grid components? 

G1Q5c. time needed to run/re-run a demand forecast?” 

G1Q6.  “How would you rate the level of: 

Rate from 1 (Very low) to 7 (Very high); 

G1Q6a. knowledge required in using the tool? 

G1Q6b. easiness in using the tool?” 

G1Q7.  “If you rate the level of G1Q6. As 5 or above, please explain why?” 

Open-ended-questions; 

G1Q8.  “How understandable is the tool simulation in: 

  Rate from 1 (Very easy) to 7 (Very hard); 

G1Q8a. Resilience coefficient”; 

G1Q9.  “How practicable (realistic) is the tool simulation in: 

Rate from 1 (Very unrealistic) to 7 (Very realistic); 

G1Q9a.  Resilience coefficient”; 

G1Q10. “How strongly do you agree that the tool is: 
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Rate from 1 (Completely disagree) to 7 (Completely agree); 

G1Q10a. practicable for evaluation of urban electricity network? 

G1Q10b. fast in providing simulation analysis of urban electricity network? 

G1Q10c. useful in addressing the outage in urban electricity network?” 

G1Q11. “How strongly do you agree that the grid modelling tool is useful: 

Rate from 1 (Completely disagree) to 5 (Completely agree); 

G1Q11a. as a collaborative decision support system? 

G1Q11b. in establishing a collaborative planning framework among stakeholders?” 

G1Q12. “What would you suggest to improve the tool?” 

  (Please provide at least two suggestions). 
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5 CURIOUSU GAMING SIMULATION RESULTS 

The nput to the Experiments 1 and 2 included lists of i) generic threats to grid components and ii) 

either an iconic or a symbolic list of grid components to build an urban grid. The latter input was 

organized as a template in a MS Visio file. In the third experiment, the students were supplied with a 

list of generic threats and with either an iconic or symbolic model. The provided model was similar 

in complexity to those obtained during the first two exercises. Iconic modelling constructs are de-

scribed in [4] and form pairs (icon-name). Some icons are included in Figure 5-1. In the symbolic 

template, the modelling constructs were presented only by their names (e.g., ‘power substation’, 

‘wind farm’, and ‘hospital’), without icons. 

 
Figure 5-1 Experiment 1 running and the grid structure constructed by one of the groups 

(numbers in the figure indicate steps when new components are introduced). 

 

5.1 EXPERIMENT 1 

This experiment aimed to consider the utility of the provided language to model the grid and identify 

threats to it. The main task was to create grid models (see, e.g., Figure 5-1). Also, participants were 

asked to identify threats relevant to particular steps of the grid development (using a generic list of 

possible threats, as described in [4]) and to relate evolution to threat sources (in terms of their capa-

bility, intent, and targeting characteristics. This secondary task investigated whether participants can 

meaningfully relate the grid structure they constructed with the idea of threat modelling. By doing so, 

it was intended to position the task of threat identification in the context of security engineering. 

Altogether, this aimed at investigating whether constructing a grid model and identifying threats to it 

can be feasible for both iconic and symbolic groups. 

5.1.1 Experiment 1 – main findings 

An interesting finding of this experiment was that the iconic group decided to proceed with modelling 

the grid in MS Visio directly, while another group started to draft their plans on a whiteboard and 

paper sheets. It was not anticipated that groups would utilize alternative media when confronted with 

non-iconic notations. An explanation could be that in this case a lack of iconicity eliminated perceived 

benefits of using a software-modelling tool, while the flexibility afforded by free-hand drawing led 

to the use of whiteboard. This potentially points out that the notation of a modelling language can 

directly impact the modelling process. Both groups were capable to construct grid models and identify 
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a comparable number of relevant threats, despite their previous lack of experience with this task. It 

suggests that the both representations, as well as the language, can be used for relating components 

to threat sources. 

 

5.2 EXPERIMENT 2 

This experiment concentrated on obtaining initial quantitative data whether modelling using software 

tools with iconic signs is perceived by non-experts as more understandable compared to modelling 

with non-iconic signs. Similar to Experiment 1, two groups of ten students each were asked to con-

struct models of a smart future university campus. Afterwards, four questionnaires from the group 

that used iconic signs (Group 1) and seven questionnaires from the other group (Group 2 ) were 

collected. 

5.2.1 Experiment 2 - main findings 

Table 5-1 describes the collected data. The members of Group 2 found the task more difficult (by 

64%) and were less satisfied with the tool to model the infrastructure (24%). The E2Q1 answers from 

the two groups differ significantly and their confidence intervals do not overlap. It highlights diffi-

culties that the students from Group 2 encountered during modelling the future grid. The replies to 

E2Q3 and E2Q4 are less illustrative: while being comparable, they deviate largely. 
 

Questions Iconic signs (Group 1) Symbolic (Group 2) 

E2Q1 Avg 2,0 (Std 0,7) 3,3 (0,5) 

E2Q2 3,8 (0,4) 2,8 (0,8) 

E2Q3 2,5 (1,1) 2,9 (0,5) 

E2Q4 3,0 (0,7) 3,0 (1,0) 

Table 5-1 Experiment 2: average and standard deviations 

 

5.3 EXPERIMENT 3 

The last experiment focused on investigating how an iconic/non-iconic model influences the out-

comes of the threat identification task. Two groups each of 3 students participated in the experiment: 

Group 1 worked with an iconic description of the grid of the scientific complex of UNIFI, while 

Group 2 worked with a non-iconic (symbolic) version. Provided with a list of generic threats (a subset 

of threats 7, 10, 17, 18, 19, 21, 24, 29, 31, 37 of the threat list in Appendix B of [4]), all students built 

a threat list to the system model.  

5.3.1 Experiment 3 - main findings 

Table 5-2 shows that the amount of valid identified threats is significantly higher for participants who 

were supplied with the iconic model. In Table 5-2 ‘A’ and ‘B’ letters in the questions distinguish 

between questionnaires for Experiment 3a and 3b. Group 1 members identified 17, 10, and 19 threats. 

Members from Group 2 identified 8, 8, and 9 valid threats.  

 

The expert evaluated most of the threats identified by the students as being valid. Some threats, e.g., 

“conduct physical attacks on organizational facilities”, were commonly identified. Some others 
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threats were identified less often ((for instance, only two out of six students identified “conduct at-

tacks using unauthorised ports, protocols and services”). An explanation can be that some threats that 

are difficult to understand (and identify), because they require specific technical knowledge.  

 

The Iconic group reported less difficulty (E3AQ1) and more satisfaction of the results (E3AQ5). Also, 

they were indicated (E3AQ3) that additional software support is needed less, if compared to the sym-

bolic group. Interestingly, the participants didn't anticipate that employing another representation for-

mat can result in a more complete list of threats. E3AQ5 and E3BQ5 answers of Group 1 both score 

3.0. More specifically, there is only a relatively small increase (0.3) in the difference between E3BQ5 

and E3AQ5 for Group 2.  

 

In summary, all subjects in possession of the iconic model constructed more complete lists of plausi-

ble threats compared to their counterparts. It suggests that the threat identification task can benefit 

from employing an iconic model of a system. 

 

Questions Iconic signs (Group 1) Symbolic (Group 2) 

Experiment 3a (answers 1 to 5) 

E3AQ1 Avg 3.0 (Std 0) 3.7 (0.6) 

E3AQ2 5.0 (0.0) 4.0 (1.0) 

E3AQ3 1.3 (0.6) 2.7 (0.6) 

E3AQ4 2.7 (0.6) 3.3 (0.6) 

E3AQ5 3.0 (1.0) 2.0 (0.0) 

Experiment 3b (answers 1 to 5) 

E3BQ1 4.0 (0.0) 3.0 (0.0) 

E3BQ2 4.0 (1.0) 4.0 (1.0) 

E3BQ3 3.0 (1.0) 3.0 (1.0) 

E3BQ4 3.3 (0.6) 2.7 (0.6) 

E3BQ5 3.0 (1.0) 2.3 (0.6) 

Threat (Amount) 

Identified Threats 15.3 (4.7) 8.3 (0.6) 

Table 5-2 Experiment 3: average and standard deviations 

 

5.4 EVALUATION OF CURIOUSU GAMING SIMULATION 

5.4.1 Modelling challenges (MC) 

MC1: Reduction of cognitive complexity. While Experiment 1 showed that both notations can be po-

tentially used to identify threats to a system, E2Q1 from Experiment 2 and to a smaller extent E2Q3 

showed that the perceived difficulty of the modelling task slightly decrease when iconic signs are 

used. Notably, the Iconic group was less satisfied with the tools provided (E2Q2). Nevertheless, based 

on the outcome of the experiments it can be argued that the use of iconic signs instead of symbolic 

ones lowered the cognitive complexity of the task. 

 

MC2: Facilitating threat identification. In general, non-expert users can identify threats to a system 

regardless of the model's representation (Experiment 1). However, if supplied with a readily made 

iconic models - in contrast to a symbolic one - they performed better (Experiment 3) and considered 

that such the iconic description was completely enough to perform the task. 
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5.4.2 Practical implications 

As noted in [9], enumerating threats helps system architects to develop realistic and meaningful se-

curity requirements. Thus, this paper contributes to the process of working on security requirements 

at large.  

 

The findings hint at high-level suggestions how to approach eliciting security requirements from 

stakeholders who are less experienced in modelling. In particular: i) using icons for modelling com-

pared to pure text representation of modelling constructs facilitates comprehension of non-experts; 

ii) iconic models can assist in identifying potential threats by non-experts. It can be envisioned that 

an informal iconic model of a system, such as the one shown in Figure 5-1, can facilitate collaboration 

between stakeholders. 

5.4.3 Limitations 

Notes on experiments. Some aspects related to the configuration of experiments should be noted. 

First, it can be possible that outcomes of the experiments were obtained by pure chance. However, it 

is the consistency of outcomes of several experiments that points out that using icon-based informal 

modelling language can be useful to identify threats to a complex system. Second, the experiments 

were focused on assets-threats connections. We did not account for compliance obligations, raw re-

quirements, security requirements, as well as security measures at large. All these aspects are im-

portant for security requirements engineering. Investigating the effect of iconicity in connection to 

other security requirement engineering processes might be a direction for future research. Third, the 

impact of iconicity may be different if the users only identify threats or model and identify threats as 

two consequent steps. This aspect, as well as the question how qualitative results can be related to 

quantitative ones in case of threat identification, deserves further studies.  

 

Model Quality. In this study the semantics (i.e., correctness and completeness) of the models was 

not investigated in detail. Also, although a RA expert examined the threats identified by students 

within Experiment 3, any claims with regard to the effects of iconicity cannot be mode on the absolute 

quality of the results. Besides, the “quality” of the identified threats was not part of the evaluation. It 

is the next steps of the security development process that should account for such a merit. Besides, 

the study on how iconicity can explicate tacit knowledge (as experts are needed for this task) and 

creativity (students were provided with a list of possible threats) are not implemented. Still, it can be 

anticipated that iconic models, due the reduction of cognitive load, can also contribute to these as-

pects. 

 

Adherence to syntax. Groups with symbolic signs started to freely draw schemes on the whiteboard, 

thereby reducing possibilities to enforce syntax of the modelling language. Another way used to rep-

resent information suited the task (and the audiences) better. However, benefits and limitations of 

using a specific media were not investigated. Possibly, dual encoding (illustrating the text correspond-

ing to the components next to their graphical representation) can support efficiently employing dif-

ferent media for modelling. 

 

Choice of signs. Symbolic signs were kept as simple as possible, by using only boxes, arrows and 

colours. However, the complexity and suitability of iconic signs were not evaluated. It is possible that 

these icons can be simplified, employ more discriminable symbols, and possess more semantic trans-

parency. Also, this research did not concern the modelling constructs themselves, as well as portabil-

ity of the modelling approach to a large-scale scenario. It does not investigate how having a very large 
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number of iconic representations can negatively impact human comprehension because of, for in-

stance, similarity across potentially similar elements. We can expect that in such cases modelling 

languages might benefit from grouping elements. Also, the way that the cost of icon design can in-

fluence modelling process, was not considered in this paper. 
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6 QMUL GAMING SIMULATION RESULTS 

6.1 THE QMUL GAMING SIMULATION 

This section presents the evaluation of gaming simulations conducted at Queen Mary University of 

London (QMUL) with QMUL students. The goal of the gaming workshop is to validate the applica-

bility of the IRENE tools, methodologies and policies for improving the robustness of the urban elec-

trical grids.  

 

Total of six PhD students were participated in the gaming workshops. In the beginning of the work-

shop, IRENE researchers delivered mini-lectures on smart grids to introduce students to major ideas 

of smart grids, as well as the current issues and challenges. Software tools based on WP3 and WP4 

were demonstrated to students to clarify the idea how modelling tools can used to improve the resil-

ience of the overall grid.  

 

6.2 THE GAMING EXERCISE 

During the gaming session, exercise handouts were given to students (Appendix A). Students formed 

two groups (Group A & B). Within each group students (running in parallel) represented city-level 

stakeholders (City planner, DNO, and Citizen & Business Representative), as was suggested by the 

handouts. These stakeholder roles correspond to professionals who might benefit from using the tool. 

These professionals need to collaborative decide how to introduce new components or modifying the 

existing components to improve robustness of the grid. The base configuration of the system archi-

tecture used in the exercise is shown in Figure 6-1. The given system architecture was modelled 

within the IRENE’s overall grid modelling tool [10]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6-1: The system architecture. 
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The architecture included a number of city grid components, as shown in Figure 6-1 and listed in 

Table 6-1: 

 

Node 

No. 

Number of distributed generators  

Number of 

energy stor-

age 

 

 

Profiles included 

 

 

Populations 

Non-renewa-

ble 

Renewable  

1 2 2 1 Households 15000 

2 3 2 0 Offices 2 

3 4 0 1 Hospitals 2 

4 2 0 2 Outpatient clinics 5 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

2 

2 

0 

0 

0 

1 

0 

0 

0 

0 

1 

0 

0 

0 

0 

0 

1 

1 

1 

0 

2 

2 

0 

0 

0 

2 

2 

0 

0 

0 

Supermarkets 

Warehouses 

0 

0 

0 

0 

0 

0 

0 

0 

5 

5 

- 

- 

- 

- 

- 

- 

- 

- 

Table 6-1 Number of distributed generators, energy storages, types of consumer profiles and 

their populations included 

In addition to the description of the grid architecture, student were briefed on the changes that the 

grid might undertake. It was suggested that the city grows and hence the populations within the city 

are increased (compared to the data in Table 6-1). Specifically, amount of city components would be 

as follows: Households = 25000; Offices = 3; Hospitals = 3; Outpatient clinics = 5; Supermarket = 5; 

Warehouses = 6.  

After providing the information, we asked the students to discuss what grid updates might be intro-

duced to ensure that a city can withstand a blackout with less negative impact. The aim of this exercise 

is to investigate how the tool (in the context of collaborative decision making in the situation of 

uncertainty) can be used to improve the robustness/resilience of a complex urban grid.  

6.3 SOLUTION SUGGESTED BY GROUP A 

The collaborative decisions as proposed by Group A, using the base configuration of Figure 6-1 were: 

i. Move solar PV from Node 2 to Node 7; 

ii. Remove one non-renewable generation in Node 2; 

iii. Remove one non-renewable generation and add one energy storage in Node 3; 

iv. Add one non-renewable generation in Node 6; 

v. Remove solar PV and add one non-renewable generation in Node 1; 

vi. Add one non-renewable generator and one energy storage in Node 7. 
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The new system architecture and the component distributions as proposed by Group A are shown in 

Figure 6-2 and Table 6-2. 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

Figure 6-2: The new system architecture as proposed by Group A. 

 

 Baseline Group A 

 

Node 

No. 

Number of distributed generators  

Number 

of energy 

storage 

Number of distributed generators  

Number 

of energy 

storage 
Non-renewa-

ble 

Renewable Non-renewa-

ble 

Renewable 

1 2 2 1 3 1 1 

2 3 2 0 2 1 0 

3 4 0 1 3 0 2 

4 2 0 2 2 0 2 

5 

6 

7 

8 

9 

10 

11 

2 

2 

0 

0 

0 

1 

0 

1 

0 

0 

0 

0 

0 

1 

2 

2 

0 

0 

0 

2 

2 

2 

3 

1 

0 

0 

1 

0 

1 

0 

1 

0 

0 

0 

1 

2 

2 

1 

0 

0 

2 

2 
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12 

13 

14 

0 

0 

0 

1 

1 

0 

0 

0 

0 

0 

0 

0 

1 

1 

0 

0 

0 

0 

Table 6-2 Number of distributed generators, energy storages, types of consumer profiles and 

their populations included proposed by Group A 

 

6.4 SOLUTION SUGGESTED BY GROUP B 

The collaborative decisions proposed by Group B, using the base configuration of Figure 6-1 were: 

i. Add two non-renewable generations in Nodes 7 & 8; 

ii. Add one solar PV in Nodes 7 & 8; 

iii. Add one small-scale wind turbine in Nodes 7 & 8; 

iv. Add one energy storage in Nodes 7 & 8. 

The new system architecture and the component distributions as proposed by Group A are shown in 

Figure 6-3 and Table 6-3. 

 

 

 

 

 

 

  

 

 

 

 

 

 

Figure 6-3: The new system architecture as proposed by Group B. 
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 Baseline Group B 

 

Node 

No. 

Number of distributed generators  

Number 

of energy 

storage 

Number of distributed generators  

Number 

of energy 

storage 
Non-renewa-

ble 

Renewable Non-renewa-

ble 

Renewable 

1 2 2 1 2 2 1 

2 3 2 0 3 2 0 

3 4 0 1 4 0 1 

4 2 0 2 2 0 2 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

2 

2 

0 

0 

0 

1 

0 

0 

0 

0 

1 

0 

0 

0 

0 

0 

1 

1 

1 

0 

2 

2 

0 

0 

0 

2 

2 

0 

0 

0 

2 

2 

2 

2 

0 

1 

0 

0 

0 

0 

1 

0 

2 

2 

0 

0 

1 

1 

1 

0 

2 

2 

1 

1 

0 

2 

2 

0 

0 

0 

Table 6-3 Number of distributed generators, energy storages, types of consumer profiles and 

their populations included proposed by Group B 

Additionally, Group B clarified that all generations should not be fully utilized as more spaces for 

city development are required. 

 

6.5 OVERALL GRID MODELLING (OGM) TOOL SIMULATION RESULTS  

In order to access the effectiveness of the collaborative decisions as made by Groups A & B, normal 

and failure of grid operations are simulated for each node, and also the entire microgrid level. Failures 

occur when there is a line-disconnection between the microgrid and main grid level, and also the line 

disconnection within the microgrid nodes. When there is a line disconnection due to a failure event, 

the islanding capability is activated to ensure uninterrupted operation during a utility system outage 

with N-1 compliance [11]. Decisions placed and the performance of the implemented decisions by 

each groups are compared with the baseline case in terms of resilience coefficients and cost savings 

[11].  

We used the following indicators – resilience coefficients and costs savings in the OGM tool. The 

resilience coefficient in this case is computed based on the extents in which the amount of energy 

demand within consumers are met when there is an outage in the grid [11]. The resilient coefficient 

is determined as the mean fraction of the demand served for the outage node divided by the overall 

demand.  

The cost savings are determined based on the difference in between the business-as-usual operation 

of the traditional grid (without capability of islanding, and also without implementation of distributed 

generations, energy system storages and renewables), and the improve operation with the employ-

ment of distributed generations, energy storage systems and renewables.  
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The decisions are simulated using the IRENE’s OGM tool and the timeline for the simulation is al-

lowed for 24 hours. The grid with various operating conditions are simulated for the initial grid, 

Group A & B, as shown in Table 6-4. 

Grid operation Economic islanding 

capability 

Indicators 

Resilience Coefficient Cost saving 

Normal    

Outage 4 hours for sin-

gle node 

   

Outage 8 hours for sin-

gle node 

   

Outage 4 hours for grid 

outage 

   

Outage 8 hours for grid 

outage 

   

Table 6-4 The grid operation and the indicators applied.  

Based on Table 6-4, the “economic-islanding” capability during the normal grid operation is enabled 

that employs distributed generations, renewable sources and energy storage systems to provide power 

at times of high electricity price, rather than drawing the electricity from the main grid [11]. Addi-

tionally, the different outage configurations (4 and 8 hours) are chosen as it is the main intention to 

examine the overall robustness of the city in sustaining both the short or longer term of outages.  

We also examined the outage in every single node, because we are interested to examine such outage 

effects on the changes of the supply and demand, as well as the changes in the indicators in the grid 

level city.  

The baseline scenario is also simulated alongside with the modification of the grid components as 

suggested by Groups A & B, using the new consumer populations: Households = 25000; Offices = 

3; Hospitals = 3; Outpatient clinics = 5; Supermarket = 5; Warehouses = 6. 

 

6.5.1 Case 1 – normal operation 

In this case, assuming no failure occurs, the normal mode of operation is applied and therefore the 

“economic-islanding” capability of microgrid is enabled. The cost savings and resilience coefficient 

achieved for baseline, Group A and B are shown in Table 6-5. 

 Baseline Group A Group B 

Cost savings (£) 1865.39 2112.27 2136.36 

Resilience coefficient 0 0 0 

Table 6-5 Cost savings and resilience coefficient for normal operations 

Based on Table 6-5, the collaborative decisions proposed by Group B achieve higher amount of cost 

savings than Group A, and also higher than the Baseline scenario. Hence the decision by Group B 

achieves higher amount of cost savings, particularly for “economic-islanding” normal mode of grid 

operations. The resilience coefficients are all zeros. This is because the grid is not resilient as normal 
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mode of operation without any outage events are applied in this case. The simulation excludes the 

addition of installation and maintenance of individual generators.  

6.5.2 Case 2 – four hours of outage duration 

In the second case, it is assumed that an outage within the microgrid or the entire grid occur at 0900 

for the duration of four hours. The “economic-islanding” capability is disabled in the case of outage 

events. Table 6-6 shows the result of the simulation using the baseline scenario, Group A and B. 

Overall Group A’s collaborative decision promotes highest amount of cost savings than Group B, and 

also the baseline case. In all cases critical loads were served during the outage events. The computed 

resilience coefficients are identical. 

Outage 

Node 

Cost savings (£) Resilient coefficient 

Baseline Group A Group B Baseline Group A Group B 

Node 1 208.47 138.98 208.47 0.21 0.21 0.21 

Node 2 -94.79 -29.06 -94.79 0.218 0.218 0.218 

Node 3 198.33 368.82 198.33 0.242 0.242 0.242 

Node 4 211.16 259.30 211.16 0.131 0.131 0.131 

Node 5 206.19 125.25 206.19 0.109 0.109 0.109 

Node 6 321.80 205.25 321.80 0.007 0.007 0.007 

Grid outage 1286.65 1559.54 1558.27 1 1 1 

Total sav-

ings (£) 

2337.81 2628.08 2609.43 - - - 

Table 6-6 Case 2 - cost savings and resilience coefficient for outage operations. Negative sign indi-

cates additional costs are introduced (no cost savings are achieved). 

6.5.3 Case 3 – eight hours of outage duration 

In the final case, it is assumed that an outage within the microgrid or the entire grid occur at 0900 

with prolonged outage duration of eight hours compared to Case 2. The “economic-islanding” capa-

bility is also disabled. Each outage node disconnections is evaluated. Table 6-7 shows the result of 

the simulation using the baseline scenario, Group A and B. Overall Group B’s collaborative decision 

promotes highest amount of cost savings. The installation of a new energy storage system and also 

the removal of one of the non-renewable generator in Node 3 as proposed by Group A results in 

insufficiency of energy supply to match the fraction of demand to be served during the outage in 

Node 3. The low resilient coefficient as computed in Node 3 by Group A suggests the failed portion 

of demand (0.252 – 0.15 = 0.105) served in Node 3 during the outage.  
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Outage 

Node 

Cost savings (£) Resilient coefficient 

Baseline Group A Group B Baseline Group A Group B 

Node 1 310.83 136.55 310.83 0.219 0.219 0.219 

Node 2 -189.66 -159.42 -189.66 0.208 0.208 0.208 

Node 3 272.31 Invalid 272.31 0.252 0.12 0.252 

Node 4 225.49 116.06 225.49 0.132 0.132 0.132 

Node 5 234.59 -12.35 234.59 0.106 0.106 0.106 

Node 6 546.84 267.97 546.84 0.064 0.064 0.064 

Grid outage 1817.43 1850.01 2118.89 1 1 1 

Total sav-

ings (£) 

3217.83 - 3519.29 - - - 

Table 6-7 Case 3 - cost savings and resilience coefficient for outage operations. Negative sign 

indicates additional costs are introduced (no cost savings are achieved). Invalid indicates that 

cost savings are not calculated as the proportions of the demand at the particular node during 

the outage is not met. 

 

6.6 EVOLUTIONARY THREAT ANALYSIS (ETA) TOOL SIMULATION RESULTS 

Here we list the results of application of the ETA tool on the scenarios that are listed in Section 6. 

The first step is to analyse the baseline scenario in Figure 6-1. Looking at the last column of Table 

6-9 we can observe how each of the 38 threats occurs on average in 58.18 different parts of the grid 

(e.g., on average 58 components of the grid are exposed to MiM attacks), with a standard deviation 

of 62.89. Moreover, on each of the 2211 identified threats in the baseline scenario, 3.14 ± 1.65 high-

level mitigation strategies (see [4]) can be implemented to reduce its impact or avoid its happening. 

Furthermore, in the baseline scenario all the 38 IRENE threats [4] can occur, while 15 of these 38 

types of threat can also emerge from the interconnection of previously disconnected components. In 

particular, we can observe how the IRENE threat 15 “Conduct communications interception attacks.” 

and the IRENE threat 31 “Incorrect Privilege Settings” emerge in the higher number of cases in this 

scenario. For example, communications can be intercepted by monitoring the traffic on a given chan-

nel. 

  Structural Emerging Total 

Threat 

Types 
36 15 38 

Most  

Frequent 

Threat 

(IRENE 19) Conduct 

physical attacks on organ-

izational facilities. 

(IRENE 31) Incorrect 

privilege settings  

(IRENE 19) Conduct 

physical attacks on or-

ganizational facilities. 

 (IRENE 6) Install sniffers 

or scanning devices on or-

ganizational information 

systems and networks. 

(IRENE 15) Conduct com-

munications interception 

attacks. 

(IRENE 15) Conduct 

communications inter-

ception attacks. 

Occurrences (Avg) 42.08 (Std) 39.77 (Avg) 46.40 (Std) 51.01 (Avg) 58.18 (Std) 62.89  

Mitigations (Avg) 2.99 (Std) 1.62 (Avg) 3.09 (Std) 1.14 (Avg) 3.14 (Std) 1.65 

Table 6-8: ETA detail for the baseline. 
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Moreover, the ETA tool is able to perform an evolutionary threat analysis, meaning that it builds a 

threat list starting from the results obtained at the previous steps. Here, the baseline scenario repre-

sents the basic setup of the targeted scenario, while two parallel evolutions of that baseline are pro-

posed by students of Group A and Group B (see Figure 6-2 and Figure 6-3). Therefore, our analysis 

was split into two parts by considering i) the baseline scenario and the evolution suggested by Group 

A, and ii) the baseline and the Group B suggestions. 

6.6.1 Group A Evolution 

Starting from the baseline, all the components (57 buildings and 56 connections) are considered as 

newly added. The ETA tool identifies 2211 threats from the IRENE threat list that can impact the 

grid. As highlighted in the first row of Table 6-9, 68.52% of them are structural threats, while the 

remaining 31.48% emerge due to interconnections among different components of the grid. Consid-

ering the evolution of the “Baseline” suggested from the students i.e., “Group A Step”, we can see 

that 98 structural and 83 emerging threats are removed (-), while 158 and 70 are respectively added 

(+) to that scenario due to the inclusion of the buildings. Overall, we obtain that the grid at its last 

evolution stage can be targeted by 2258 threats, 1575 structural and 683 emerging. Compared to the 

overall number of threats of the baseline, we can assert that this evolution is increasing the total 

number of threats that are affecting the targeted grid scenario.  

Grid 

Scenario 

Components 
Structural 

Threats 

Emerging 

Threats 
Threat Stats (%) 

Buildings Connections Tot Tot + - Tot + - Structural Emerging + - 

Baseline 57 56 113 1515 1515 0 696 696 0 68.52 31.48 100.00 0.00 

Group A Step 59 57 116 1575 158 98 683 70 83 69.75 30.25 10.10 8.02 

Table 6-9: ETA summary for Group A evolution. 

With respect to the in-depth results obtained for the “Baseline”, in the suggested evolution step each 

threat of the IRENE threat list can occur on average in 59.42 ± 58.11 different places. Moreover, the 

most frequent threats are the same of the baseline scenario i.e., IRENE threats 19 and 15, which occur 

respectively in 121 and 119 separate parts of the grid. 

6.6.2 Group B Evolution 

Considering the same baseline as starting point, that the grid at its last evolution stage as suggested 

by students of Group B can be targeted by 2595 threats (see Table 6-10). Compared to the overall 

number of threats of the baseline, we can assert that this evolution is increasing the total number of 

threats that are affecting the targeted grid scenario.  

Grid 

Scenario 

Components 
Structural 

Threats 

Emerging 

Threats 
Threat Stats (%) 

Buildings Connections Tot Tot + - Tot + - Structural Emerging + - 

Baseline 57 56 113 1515 1515 0 696 696 0 68.52 31.48 100.00 0.00 

Group B Step 67 66 133 1789 274 0 806 110 0 68.94 31.06 14.80 0.00 

Table 6-10: ETA summary for Group B evolution. 
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Looking in detail at the identified threats of the final stage of the grid after implementing the Group 

B step (see Table 6-11), we point out that all the 38 IRENE threats [4] can occur, while 15 of these 

38 types of threat can also emerge from the interconnection of previously disconnected components.  

In particular, we can observe how the IRENE threat 15 “Conduct communications interception at-

tacks.” and the IRENE threat 31 “Incorrect Privilege Settings” emerge in the higher number of cases 

in this scenario. For example, communications can be intercepted by monitoring the traffic on a given 

channel. Looking at the last column of Table 6-11, we can observe how each of the 38 threats occurs 

on average in 68.28 different parts of the grid (e.g., on average 68 components or group of compo-

nents of the grid are exposed to MiM attacks), with a standard deviation of 69.76. Moreover, on each 

of the 2595 identified threats, 2.97 ± 1.53 high-level mitigation strategies (see [4]) can be imple-

mented to reduce its impact or avoid its happening. 

  Structural Emerging Total 

Threat Types 36 15 38 

Most  

Frequent 

Threat 

(IRENE 19) Conduct 

physical attacks on organ-

izational facilities. 

(IRENE 31) Incorrect 

privilege settings  

(IRENE 19) Conduct 

physical attacks on or-

ganizational facilities. 

 (IRENE 6) Install sniffers 

or scanning devices on or-

ganizational information 

systems and networks. 

(IRENE 15) Conduct com-

munications interception 

attacks. 

(IRENE 15) Conduct 

communications inter-

ception attacks. 

Occurrences (Avg) 39.55 (Std) 28.31 (Avg) 44.00 (Std) 36.31 (Avg) 68.28 (Std) 69.76  

Mitigations (Avg) 2.94 (Std) 1.41 (Avg) 3.20 (Std) 1.01 (Avg) 2.97 (Std) 1.53 

Table 6-11: ETA detail for the Group B evolution. 

6.6.3 ETA evaluations 

Overall, the two groups depicted evolutions by increasing the number of components with respect to 

the amount that was defined in the baseline scenario. This leaded to an increase in the number of 

threats impacting the grids described by the evolutions. Anyway, the statistics related to the average 

occurrences and the most frequent threats are not slightly changing: the IRENE threats 15, 19 and 31 

are still the most common in these topologies. Also, the spread of threats is around 69% structural 

and 31% emerging for both evolutions.  

 

6.7 EVALUATIONS OF QMUL GAMING SIMULATION 

Overall, the gaming exercise was successfully conducted with pros and cons of the grid component 

alterations within the collaborative decisions made by two groups, in comparison with the baseline 

case. Additionally, the gaming workshop also noted the extensive collaboration within stakeholders 

(fellow students) in successfully increasing the robustness of the electricity network that is prone to 

outage events.   

The questionnaire feedback session was administered to fellow students at the end of the workshop 

(refer Appendix B for the Questionnaire). Outcomes of the gaming session showed that the tasks 

related to grid update (including the introduction of renewables and changes in the consumption) 
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could be effectively performed in an understandable manner. Results can be compared and a better 

alternative (w.r.t. some criteria) can be selected. Participants indicated (Q6) that the toolset can be 

used even without having advanced domain-specific knowledge. Also, one of the participants agreed 

upon the convenience and the ease of use of the OGM tool where rapid simulation results can be 

observed.  

However, one of the participant outlined the difficulty in understanding the given scenario and de-

manded more relevant data in order to provide better decisions, rather than the overall grid outlook. 

Several students also pointed out the data given in order to provide a clearer indication of remodifying 

the grid components.   Still, some additional explanations are needed before using the tool. For in-

stance, the participant indicated that the resilience coefficient was not completely understandable 

(Q8), as well as some advanced functionalities (namely, threat assessment) of the OGM tool were not 

clear (Q8). This was due to the insufficient amount of time required to present all the important cri-

teria to fellow students in the workshop.  

In summary, the obtained feedbacks and comments are indeed useful not only to improve the usability 

of the OGM tool, but also to improve the overall understanding of fellow users by providing more 

descriptions of the grid scenario, data information such as the capacity of generations and demands, 

and a clearer description of the OGM tool. The improvements will be implemented and such imple-

mentations will be further evaluated in the stakeholder workshop.  
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7 THE STAKEHOLDER WORKSHOP RESULTS 

This report presents the evaluation of gaming simulations with stakeholders conducted at Power Net-

works Demonstration Centre (PNDC), Glasgow. The goal of the gaming workshop is to assess scala-

bility of the IRENE methods, policies and tools to real-life situations, using the expertise of the stake-

holders. 

 

Total of three stakeholders were participated in the workshops. In the beginning of the workshop, 

IRENE researchers delivered mini-lectures on IRENE overall project structures to introduce stake-

holders to major ideas of the current issues and challenges, as well as the IRENE aims and objectives. 

Software tools based on WP3 and WP4 were demonstrated to stakeholder to clarify the idea how 

modelling tools can used to improve the resilience of the overall grid. 

 

7.1 THE WORKSHOP EXERCISE 

During the workshop session, exercise handouts were given to stakeholders (Appendix B). They are 

represented as one of their stakeholder roles (City planner, DNO, and Citizen & Business Representa-

tive). The stakeholders need to collaborative decide how to introduce new components or modifying 

the existing components to improve robustness of the grid. The base configuration of the system 

architecture used in the exercise is shown in Figure 7-1. The given system architecture was modelled 

within the IRENE’s overall grid modelling tool [10]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7-1: The system architecture. 
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The distribution of the grid components in Figure 7-1 are presented in Table 7-1: 

 

Node 

No. 

Number of distributed generators  

Number of 

energy stor-

age 

 

 

Profiles included 

 

 

Populations 

Non-renewa-

ble 

Renewable  

1 2 0 0 Households 2500 

2 3 0 1 Offices 2 

3 3 0 1 Hospitals 2 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

2 

2 

0 

0 

0 

1 

0 

1 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

2 

1 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

Supermarkets 

Warehouses 

0 

0 

0 

0 

0 

0 

0 

0 

0 

3 

8 

- 

- 

- 

- 

- 

- 

- 

- 

- 

Table 7-1 Number of distributed generators, energy storages, types of consumer profiles and 

their populations included 

In addition to the description of the grid architecture, stakeholders were briefed on the changes that 

the grid might undertake. It was suggested that the city grows and hence the populations within the 

city are increased (compared to the data in Table 6-1). Specifically, amount of city components would 

be as follows: Households = 4500; Offices = 3; Hospitals = 3; Supermarket = 5; Warehouses = 12.  

After providing the information, we asked the stakeholders to discuss what grid updates might be 

introduced to ensure that a city can withstand a blackout with less negative impact. The aim of this 

exercise is to investigate how the tool (in the context of collaborative decision making in the situation 

of uncertainty) can be used to improve the robustness/resilience of a complex urban grid.  

7.2 FIRST SCENARIO 

The collaborative decisions as proposed using the base configuration of Figure 7-1 were: 

i. Remove a generator from Node 2; 

ii. Remove a generator from Node 3; 

iii. Add a PV generator in Node 2; 

iv. Add a wind generator in Node 2; 

v. Add a battery storage system in Node 1. 

The new system architecture and the component distributions as proposed by stakeholders are shown 

in Figure 7-2 and Table 7-2. 
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Figure 7-2: The First solution of system architecture as proposed by the Stakeholder. 

 

 Baseline Group A 

 

Node 

No. 

Number of distributed generators  

Number 

of energy 

storage 

Number of distributed generators  

Number 

of energy 

storage 
Non-renewa-

ble 

Renewable Non-renewa-

ble 

Renewable 

1 2 0 0 2 0 1 

2 3 0 1 2 2 1 

3 3 0 1 2 0 1 

4 2 0 0 2 0 0 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

2 

0 

0 

0 

0 

0 

1 

0 

0 

0 

0 

0 

0 

0 

0 

0 

2 

1 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

2 

0 

0 

0 

0 

0 

1 

0 

0 

0 

0 

0 

1 

0 

0 

0 

2 

1 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

Table 7-2 Number of distributed generators, energy storages, types of consumer profiles and 

their populations included as proposed by stakeholders in the first scenario 
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7.3 SECOND SCENARIO 

The collaborative decisions proposed using the configuration from First scenario (Figure 7-2) and 

was illustrated in  

Figure 7-3 were: 

vii. Remove a battery storage system in Node 3; 

viii. Add a generator in Node 3.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7-3: The second solution of system architecture as proposed by the Stakeholder. 

 

7.4 OVERALL GRID MODELLING (OGM) TOOL SIMULATION RESULTS 

In order to access the effectiveness of the collaborative decisions as made by stakeholders, normal 

and failure of grid operations are simulated for each node, and also the entire microgrid level, which 

are similar to the failure simulation and analysis from the previous gaming workshop with students. 

Decisions placed and the performance of the implemented decisions are compared with the baseline 

case in terms of resilience coefficients and cost savings [11]. The decisions are simulated using the 

IRENE’s overall grid modelling tool and the timeline for the simulation is allowed for 24 hours, using 

the new consumer populations: Households = 4500; Offices = 3; Hospitals = 3; Supermarket = 5; 

Warehouses = 12. 
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Similar to the gaming exercises, failures occur when there is a line-disconnection between the mi-

crogrid and main grid level, and also the line disconnection within the microgrid nodes. When there 

is a line disconnection due to a failure event, the islanding capability is activated to ensure uninter-

rupted operation during a utility system outage with N-1 compliance [11]. Decisions placed and the 

performance of the implemented decisions by each groups are compared with the baseline case in 

terms of resilience coefficients and cost savings [11].  

The decisions are simulated using the IRENE’s OGM tool and the timeline for the simulation is al-

lowed for 24 hours. The grid with various operating conditions are simulated for the initial grid, the 

first and second scenario, as shown in Table 6-4. 

7.4.1 Case 1 – normal operation 

In this case, assuming no failure occurs, the normal mode of operation is applied and therefore the 

“economic-islanding” capability of microgrid is enabled that employs distributed generations, renew-

able sources and energy storage systems to provide power at times of high electricity price, rather 

than drawing the electricity from the main grid [11]. The cost savings and resilience coefficient 

achieved for baseline, the First and Second scenarios are shown in Table 7-3. 

 Baseline First Scenario Second scenario 

Cost savings (£) 885.72 1023.26 890.76 

Resilience coefficient 0 0 0 

Table 7-3 Cost savings and resilience coefficient for normal operations 

Based on Table 7-3, the collaborative decisions in the First scenario achieve higher amount of cost 

savings than the Second scenario, and also higher than the Baseline scenario. Hence the decision by 

stakeholders in proposing the First scenario achieves higher amount of cost savings, particularly for 

“economic-islanding” normal mode of grid operations. The resilience coefficients are all zeros. This 

is because the grid is ‘not’ resilient during the normal mode of operation, without any outage events.   

7.4.2 Case 2 – four hours of outage duration 

In the second case, it is assumed that an outage within the microgrid or the entire grid occur at 0900 

for the duration of four hours. The “economic-islanding” capability is disabled in the case of outage 

events. Each outage node disconnections is evaluated. Table 7-4 shows the result of the simulation 

using the baseline, First and Second Scenario. Overall the Baseline scenario promotes highest amount 

of cost savings than the decisions as imposed by stakeholders. This is because the introduction of 

renewables require higher amount of cost for generations compared with conventional generators. 

However, there is a reduction of cost savings in the First scenario, where the battery storage is used 

rather than the use of diesel generators. As battery storage generates zero cost during the discharging 

mode, this creates significant amount of cost savings. As all fractions of demands are successfully 

met during the outage events. The computed resilience coefficients are the identical. 
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Outage 

Node 

Cost savings (£) Resilient coefficient 

Baseline First Second Baseline First Second 

Node 1 -299.75 -489.9 -489.9 0.111 0.111 0.111 

Node 2 -556.84 -546.98 -546.98 0.430 0.430 0.430 

Node 3 -291.56 -286.57 -486.07 0.240 0.240 0.240 

Node 4 -410.3 -400.01 -400.01 0.144 0.144 0.144 

Node 5 -428.09 -437.74 -437.74 0.074 0.074 0.074 

Grid outage -296.76 -325.23 -400.23 1 1 1 

Total sav-

ings (£) 

-2283.3 -2486.43 -2760.93 - - - 

Table 7-4 Case 2 - cost savings and resilience coefficient for outage operations. Negative sign indi-

cates additional costs are introduced. 

7.4.3 Case 3 – eight hours of outage duration 

In the final case, it is assumed that an outage within the microgrid or the entire grid occur at 0900 

with prolonged outage duration of eight hours compared to Case 2. The “economic-islanding” capa-

bility is also disabled. Each outage node disconnections is evaluated. Table 7-5 shows the result of 

the simulation using the baseline First and Second Scenario. Overall the solution of the First scenario 

as proposed by stakeholders promotes highest amount of cost savings. 

Outage 

Node 

Cost savings (£) Resilient coefficient 

Baseline First Second Baseline First Second 

Node 1 -670.87 -659 -659 0.111 0.111 0.111 

Node 2 -1571.89 -955.64 -955.64 0.430 0.430 0.430 

Node 3 -867.42 -622.1 -952.1 0.240 0.240 0.240 

Node 4 -710.95 -646.53 -646.53 0.144 0.144 0.144 

Node 5 -690.21 -689.65 -689.65 0.074 0.074 0.074 

Grid outage -900 -734.14 -734.14 1 1 1 

Total sav-

ings (£) 

-5411.34 -4307.06 -4637.06 - - - 

Table 7-5 Case 3 - cost savings and resilience coefficient for outage operations. Negative sign 

indicates additional costs are introduced. 
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7.5 EVOLUTIONARY THREAT ANALYSIS (ETA) TOOL SIMULATION RESULTS 

Here we list the results of application of the ETA tool on the scenarios that are listed in Section 7. 

The first step is to analyse the baseline scenario in Figure 7-1. The ETA tool performs an evolutionary 

threat analysis, meaning that it builds a threat list starting from the results obtained at the previous 

steps, if any (see Table 7-6). In particular, the baseline scenario represents the basic setup of the 

targeted scenario; consequently, all the components (34 buildings and 33 connections) are considered 

as newly added. The ETA tool identifies 1220 threats from the IRENE threat list that can impact the 

grid. 69.9% are structural threats, while the remaining 30.1% emerge due to interconnections among 

different components of the grid. Considering the evolution of the “Baseline” suggested from the 

stakeholders i.e., 1st Scenario (see Section 7.2), we can see that 54 and 59 structural threats are re-

moved, while 81 and 36 are respectively added to that scenario due to the inclusion of the PV, the 

wind farm, the battery, and the related connections. A similar trend can be observed looking at the 

2nd Scenario (see Section 7.3), where a battery is removed while a generator is added to the grid. Here 

the total amount of threats decreases, despite the number of components is exactly the same. This 

means that the novel component (generator) is affected by a smaller amount of threats with respect 

to the removed one (battery). Overall, we obtain that the grid at its last evolution stage, can be targeted 

by 1210 threats. Compared to the overall number of threats of the baseline, we can assert that these 

evolutions are lowering the total number of threats that are affecting the targeted grid scenario.  

Grid 

Scenario 

Components 
Structural 

Threats 

Emerging 

Threats 
Threat Stats (%) 

Buildings Connections Tot Tot + - Tot + - Structural Emerging + - 

Baseline 34 33 67 853 853 0 367 367 0 69.9 30.1 100.0 0.0 

1st Scenario 35 34 69 890 81 54 344 36 59 72.1 27.9 9.5 9.2 

2nd Scenario 35 34 69 880 27 37 330 15 29 72.7 27.3 3.5 5.5 

Table 7-6: ETA summary for the considered scenarios. 

 

7.5.1 Insight of scenarios 

Looking in detail at the identified threats of the Baseline (see Table 7-7), we point out that all the 38 

IRENE threats [4] can occur, while 14 of these 38 types of threat can also emerge from the intercon-

nection of previously disconnected components. In particular, we can observe how the IRENE threat 

19 “Conduct physical attacks on organizational facilities.” and the IRENE threat 31 “Incorrect Priv-

ilege Settings” emerge in the higher number of cases in this scenario. For example, physical attacks 

can target specific buildings or connections aiming at damage their functionalities e.g., bombing at-

tack on a hospital. Looking at the last column of Table 7-7, we can observe how each of the 38 threats 

occurs on average in 32.10 different parts of the grid (e.g., on average 24 components of the grid are 

exposed to DoS or MiM attacks), with a standard deviation of 35.01. Moreover, on each of the 1220 

identified threats, 3.14 ± 1.65 high-level mitigation strategies (see [4]) can be implemented to reduce 

its impact or avoid its happening. 
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  Structural Emerging Total 

Threat 

Types 
36 14 38 

Most  

Frequent 

Threat 

(IRENE 19) Conduct 

physical attacks on organ-

izational facilities. 

(IRENE 31) Incorrect 

privilege settings  

(IRENE 31) Incorrect 

privilege settings 

 (IRENE 3) Perform re-

connaissance and surveil-

lance of targeted organi-

zations 

(IRENE 20) Conduct 

cyber-physical attacks on 

organizational facilities, 

session hijacking or brute 

force attempts. 

(IRENE 19) Conduct 

physical attacks on or-

ganizational facilities. 

Occurrences (Avg) 22.78 (Std) 17.28 (Avg) 24.79 (Std) 19.82 (Avg) 32.10 (Std) 35.01 

Mitigations (Avg) 2.94 (Std) 1.91 (Avg) 3.21 (Std) 1.05 (Avg) 3.14 (Std) 1.65 

Table 7-7: ETA Detail for the baseline. 

With respect to the in-depth results obtained for the Baseline, in the last evolution i.e., 2nd Scenario 

grid scenario each threat of the IRENE threat list can occur on average in 31.84 ± 31.23 different 

places (see last column of Table 7-8). The most frequent threats are the IRENE threats 31 and 19, 

which call for wrong privilege settings and physical attacks in some part of the grid possibly leading 

to outages. These threats occur respectively in 101 and 68 separate parts of the grid, also from the 

interconnections among different groups of components e.g., threat 31 may arise In Node 2 of the 

topology in Figure 7-3 due to Offices that are competing to get the energy provided by the wind farm, 

PVs or the battery. 

  Structural Emerging Total 

Threat 

Types 
36 14 38 

Most  

Frequent 

Threat 

(IRENE 19) Conduct 

physical attacks on organ-

izational facilities. 

(IRENE 31) Incorrect 

privilege settings  

(IRENE 31) Incorrect 

privilege settings 

 (IRENE 3) Perform re-

connaissance and surveil-

lance of targeted organi-

zations 

(IRENE 15) Conduct com-

munications interception 

attacks. 

(IRENE 19) Conduct 

physical attacks on or-

ganizational facilities. 

Occurrences (Avg) 23.25 (Std) 17.61 (Avg) 22.21 (Std) 15.80 (Avg) 31.84 (Std) 31.23 

Mitigations (Avg) 2.94 (Std) 1.41 (Avg) 3.21 (Std) 1.05 (Avg) 2.96 (Std) 1.34 

Table 7-8: ETA detail for the 2nd scenario. 

 

Overall, the depicted evolutions in this case lower the total number of threats that are affecting the 

grid scenario. Additionally, the differences of statistics related to the average occurrences and the 

most frequent threats within the two scenarios are not remarkable. 
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7.6 EVALUATION OF STAKEHOLDER WORKSHOP 

The stakeholder workshop was successfully conducted with two different scenarios of grid compo-

nent alterations as decided by fellow stakeholders, in comparison with the baseline case. Additionally, 

the stakeholder workshop also noted the extensive collaboration within stakeholders in actively in-

creasing the robustness of the electricity network.   

The questionnaire feedback session was administered to fellow students at the end of the workshop 

(refer Appendix F for the Questionnaire feedback). One of the stakeholder with electricity market 

knowledge agreed that no expert knowledge is required to use the IRENE tools (Q7). Additionally, 

one of the stakeholder praised the calculations and the scope of the IRENE tools in performing the 

necessary tasks (Q12). High scores also obtained from fellow stakeholders regarding the practicabil-

ity of the demand management capability in the IRENE tool (Q3), assumptions on uninterruptible 

loads (Q3), the efficiency of IRENE tools in running/re-running a simulation (Q5), the ease of under-

standing the performance metric ‘resilience-coefficient’ in measuring the performance of different 

grid topologies/configurations (Q7), and being useful as a collaborative-decision making system 

(Q11).  

However, one of the stakeholder (business and citizen representative) argued that specialised industry 

knowledge is required in order to fully understandable in using the IRENE tools (Q7). Still, the time 

needed to construct/re-construct the grid components are still inefficient (Q5). Also, majority also 

voted that high level of knowledge is required in using the tool (Q6). Additionally, the unrealistic 

practicability of using the metric ‘resilient-coefficient’ in tool simulations (Q9). 

Before the end of the workshop, stakeholders suggested several ideas in improving the IRENE tools, 

where the tools should account the capital costs of investments, integrate flexibility to allow for city 

configurations, a better user-friendly interface that is simpler to operate, a saved output parameters 

for comparisons based on different component alterations, and also, a breakdown of cost savings to 

reflect where changes affect the whole grid system.  

A more detailed feedback provided by fellow stakeholders is available in Appendix G.  
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8 CASCADING FAILURE ANALYSIS TO SUPPORT DESIGN DECISIONS 

In this section we describe an approach to evaluate the potential propagation of failures across the 

grid. The approach presented in this section can be used to analyse, from a quantitative point of view, 

the impact of failures on the network. Thus it will allow to confirm the analysis achieved during the 

application of the IRENE framework.  The approach is an application of the modular model construc-

tion methodology introduced in [1]. More in details, in this section we focus on the effects of overload 

of network nodes, and on how different topologies and grid properties have impact on cascading 

failures.  

While the approach introduced and applied in the previous sections focuses on planning the grid 

capacity, and evaluating how different kind of components affect the behaviour of the gird, the ap-

proach in this section focus on the impact of topology, assuming a network of identical nodes. In this 

perspective, the approach can be used to plan the detailed arrangement of a group of network loads. 

 

8.1 ASSESSING NODES CRITICALITY IN POWER GRIDS  

Studying the properties of complex networks is an emerging topic cross-cutting several domains, 

including biology, chemistry, telecommunications, virus spreading, and many others. A comprehen-

sive survey on this topic can be found in [12]. Decentralized infrastructures, characterized by a very 

large scale and independent local growth, are especially interesting to be studied under the perspective 

of a complex network. 

The power grid clearly falls in this class of systems, and several topology-related analysis techniques 

are applied in the literature. A common approach is to perform statistical analysis of topological met-

rics, like the degree of nodes [13, 14] or their betweenness (i.e., how many shortest paths traverse a 

node) [15, 16] to get an indication of the presence of nodes exposing a critical condition from the 

topology perspective (e.g., having a very high degree). Using such approaches, the resilience of the 

grid is assessed by evaluating the ability to efficiently guarantee paths between nodes when nodes or 

edges in the network are removed, e.g., due to faults or attacks. However, analysing the power grid 

from a topological perspective only provides a high-level view that may not match the real behaviour 

of the system. Some works combine topological analysis with physical parameters, using models and 

methods typical of the power engineering tradition, to represent the flow of power that travels through 

the power lines [17, 18]. Adding physical parameters to the network is beneficial for results, providing 

a representation of the way networks tend to disrupt and spread failures closer to reality.  

Other approaches specifically focus on aspects related to propagation of failures. A popular approach 

in this category consists in analysing how overvoltage and/or overcurrent events are propagated 

through the grid, possibly leading to cascading failures. Also in this category, approaches vary from 

simple propagation models based on topological aspects [19], to the use of precise mathematical 

models of the physical layer [19], to the use of ad-hoc power grid simulators [20, 21]. These ap-

proaches typically analyse the network in a static setting, or under the effect of deterministic failures, 

thus being particularly tailored to perform what-if analyses.  

While those approaches provide a good view of the system response to failures, they do not provide 

indications on the nominal behaviour of the system, that is, how good is the nominal grid structure, 
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in terms of node organization and their properties, for supporting the expected network load. To ad-

dress this problem, approaches in the literature apply stochastic models (e.g., Stochastic Petri Nets 

[22]) to better represent random behaviour in the occurrence of failures, delays, and random events 

in general. The work in [23, 24] presents a modelling approach to assess the impact of interdepend-

encies between the Electrical Infrastructure and the controlling Information Infrastructures. The quan-

tification is achieved through the integration of two models: one that concentrates on the structure of 

the power grid and its physical quantities, and one that concentrates on the behaviour of the control 

system. 

In our approach we combine the use of stochastic models with topology-based approaches for mod-

elling propagation of failures, to obtain a generic framework that can be used both to assess node 

criticality in the nominal configuration, and to evaluate the consequence of specific failures (what-if 

analysis). The approach can be used to assess the criticality of certain nodes of the grid, to compare 

the resilience to failures of different grid topologies, and more in general to offer useful insights for 

guiding the evolution of the grid. 

 

8.2 EXTENSIBLE MODELLING OF FAILURE PROPAGATION 

In this section we describe our extensible model for representing failure propagation in the power 

grid. Section 7.2.1 recalls the methodology we adopted for the modelling process, Section 7.2.2 de-

tails the assumptions we adopted and target metrics, and Section 7.2.3 describes the implementation 

of the model using the Stochastic Activity Networks (SAN) formalism [25].  

8.2.1 Framework 

The approach we adopted for modelling was outlined in [1]. Model templates are developed for re-

current aspects and/or component of the system, and then composed together to form the global sys-

tem model. Those templates communicate only through specific, well-defined model interfaces.  

 

Figure 8-1. Overview of the modular modelling approach. The model of each component has 

precise interfaces to communicate with the others. 

In general, the model of each component can accommodate a physical layer (i.e., electric behaviour) 

and an information layer (i.e., control behaviour). Those two layers also communicate with each other 

through specific model interfaces (Figure 8-1). Changes in the information layer that may have impact 

on the physical status of the grid (e.g. reconfigurations, failures, recoveries) are notified to the phys-

ical layer, which performs a “Grid Status Update”, i.e., new physical parameters are computed by 

considering the current system state (e.g., number of connected generators, status of transmission 

lines, on/off status of loads). The new physical parameters could be obtained in different ways, e.g., 
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using external simulators of the physical layer, acquired by actual sensors on the real system, or solv-

ing simplified analytic equations. 

This composition approach facilitates the extensibility and reuse of the model: templates can be mod-

ified in isolation, also extending them to include new functionalities. Changes need to be applied only 

once, and they are reflected to all the instances of that model template. In the following, we discuss 

the realization of a cascading failures propagation model for the power grid, following this approach. 

8.2.2 Assumptions and metrics 

As extensively discussed in [26], the literature features a wide range of approaches for modelling 

cascading failures in power networks. In particular, physical properties can be represented with dif-

ferent levels of detail and assumptions. The model we present in this section abstracts from the details 

of the power flow equations, in order to focus on failure propagation and the triggering of cascades. 

As the work in [27], we assume that cascades occur because nodes affected by failures will redistrib-

ute part of their load to their neighbours. 

More in details, the assumptions of our model can be summarized by the following points: 

 The network consists of 𝑁 identical nodes. 

 The initial load of a component, 𝐿𝑛𝑜𝑚𝑖𝑛𝑎𝑙, is uniformly distributed between 𝐿𝑚𝑖𝑛 and 𝐿𝑚𝑎𝑥. 

 Components have a “hard” limit of operation 𝐿𝑓𝑎𝑖𝑙, beyond which they immediately fail. 

 Components have a “soft” limit of operation 𝐿𝑐𝑟𝑖𝑡𝑖𝑐𝑎𝑙, which if exceeded for a duration 𝑇𝑡𝑟𝑖𝑝 

causes a breaker to trip, and thus the component to fail.   
 With a rate 𝜆 a component receives an additional load between Δ𝐿𝑚𝑖𝑛 and Δ𝐿𝑚𝑎𝑥. We are 

not interested in the cause that generated such overload, which can be natural (e.g., lightning) 

or accidental (e.g., short circuit). 

 Whenever the load of a component is higher than its nominal load, and the component is not 

failed, the load is reduced by an amount 𝛾 with rate 𝜇. 
 When a component fails, its load is immediately redistributed among its neighbours.  

 Each of the 𝑀 neighbours of a failed component currently having load 𝐿 receive 𝐿/𝑀 addi-

tional load.   

Under these assumptions, we want to assess the criticality of nodes of a given grid topology. To 

quantitatively measure the criticality of a node we use the following metrics: 

 𝑁𝑓𝑎𝑖𝑙(𝑡): The number of nodes that have failed by time 𝑡. 

 𝐹(𝑡) = 𝑁𝑓𝑎𝑖𝑙(𝑡)/𝑁: The proportion of nodes that have failed by time 𝑡. 

 𝑃𝑓𝑎𝑖𝑙
𝑘 (𝑡): The probability that node 𝑘 has failed by time 𝑡. 

The first metric, 𝑁𝑓𝑎𝑖𝑙(𝑡), is an indication of the resilience of the grid topology as a whole: the higher 

the number, the weaker the grid topology. By dividing it by the number of nodes in the grid, 

𝑁𝑓𝑎𝑖𝑙(𝑡)/𝑁, a proportion of the number of failed nodes is obtained. This leads to the second metric, 

𝐹(𝑡), a relative metric that can be used to compare different grid topologies. 

The last metric, 𝑁𝑓𝑎𝑖𝑙(𝑡), is an indication of the criticality of node 𝑘: nodes with higher values for this 

metric have a higher criticality, meaning that they are more subject to fail with respect to others. 

When performing what-if analysis, assessing this metric for nodes that were not involved in the initial 
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failure gives an indication of the exposition of such nodes to cascading events originated in other 

nodes in the grid. 

8.2.3 Implementation using stochastic activity networks 

The model described above is implemented using a single template model, the NetworkNode tem-

plate, which is replicated and instantiated multiple times to represent the desired network topology. 

The template has been implemented using the Stochastic Activity Networks (SAN) formalism. A 

schematic view of the model template is depicted in Figure 8-2 and it is described in the following. 

Dashed boxes highlight interfaces of the model template. 

 

Figure 8-2. SAN implementation of the NetworkNode model template. 

The interfaces of the model template include the Adjacency, Parameters, NodesCount, FailedNodes, 

LoadRedistribution, and RedistributeLoad places. A unique integer index is automatically assigned 

to each instance of the model template, thus allowing to distinguish the different instances. The index 

is assigned by the firing of activity GetIndex, which adds a token in NodesCount, and then uses this 

value as the index, which is then stored in MyIndex place. NodesCount is shared among all the nodes, 

so that at the end of the initialization process it contains the total number of nodes in the scenario.  

Adjacency is a matrix 𝑁 × 𝑁, which contains the adjacency matrix of the topology that needs to be 

modelled. The value of Adjacency[i][j] is 1 if there exist an edge between node i and node j. The 

extended place Parameters contains the parameters of all the nodes in the scenario, indexed by the 

node index. FailedNodes records which nodes are currently failed, in the form of an array. Redistrib-

uteLoad and LoadRedistribution are used to share the redistributed load between nodes. 

During the initialization of the model, a number uniformly distributed between 𝐿𝑚𝑖𝑛 and 𝐿𝑚𝑎𝑥 is 

sampled; the resulting values is put in place LoadNominal, and then copied to place Load. Based on 

a switch variable, the model can work in two modalities: 

 Random failures (DeterministicOverload=0) 

 Deterministic failures (DeterministicOverload=1) 
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Random overload is modelled by the Overload activity, which is enabled only if DeterministicOver-

load=0. The activity fires with rate 𝜆. When it fires, a number uniformly distributed between 𝑂𝐿𝑚𝑖𝑛 

and 𝑂𝐿𝑚𝑎𝑥 is sampled, and the resulting value added to Load. Deterministic overload is modelled by 

the DetOverload activity, which instead is enabled only if DeterministicOverload=1. If the index of 

the node is equal to DeterministicOverloadNode, then an amount equal to DeterministicOver-

loadAmount is added to Load. 

If Load becomes higher than LoadNominal then the activity Discharge becomes enabled, and fires 

with rate 𝜇. Each time it fires, an amount of load 𝛾 is removed from Load, until the value in Load-

Nominal is restored. 

If the value of Load exceeds 𝐿𝑐𝑟𝑖𝑡𝑖𝑐𝑎𝑙 then activity TripBreaker is enabled. If it stays enabled for an 

interval of duration 𝑇𝑡𝑟𝑖𝑝 then it fires, removing the token from place Working, and adding one to 

LoadExceeded. Similarly, if the value of Load exceeds 𝐿𝑓𝑎𝑖𝑙 then activity TripImmediate is enabled. 

However, in this case it fires immediately, also removing the token from Working place, and adding 

one to LoadExceeded.  

When LoadExceeded contains a token, activity Fail is then enabled and fires, leading to the failure 

of the node and to the redistribution of the load. The output gate OGFail has two main tasks: i) set 

the current node as failed in the FailedNodes array, and ii) compute the number of neighbours of the 

current node (from Adjacency), and consequently the amount of load to be redistributed to each of 

them (RedistributeLoad). Place LoadRedistribution signals to the other nodes that load redistribution 

took place, and thus they need to retrieve the propagated load from RedistributeLoad place. 

When LoadRedistribution contains a number of tokens equal to the index of the node, then activity 

Redistributing is enabled and fires. If there is load to be redistributed for the current node (i.e., Re-

distributeLoad[i]>0) then that amount is added to Load, potentially incrementing the load above the 

critical and/or failure thresholds. This may cause further failures of the other nodes, in a cascading 

fashion. 

The target metrics defined in Section 7.2.2 are computed as follows: 

 𝑁𝑓𝑎𝑖𝑙(𝑡): The expected sum of tokens present in place FailedNodes at time 𝑡. 

 𝐹(𝑡) = 𝑁𝑓𝑎𝑖𝑙(𝑡)/𝑁 

 𝑃𝑓𝑎𝑖𝑙
𝑘 (𝑡): The probability there is a token in place FailedNodes[k] at time 𝑡. 

 

8.3 ANALYSIS AND RESULTS 

In this section we describe the analysis that has been performed on a representative use case, and the 

obtained results. Section 7.3.1 describes the analysed scenario, and associated parameters. Section 

7.3.2 describes the results obtained in the nominal configuration, i.e., assuming random failures. Sec-

tion 7.3.3 describes the results obtained in a “what-if” setting, i.e., assuming deterministic failures on 

specific nodes. 

8.3.1 Scenario and parameters 

We assume now to analyze the internal structure of “Node 1” as described in Figure 5-1 and Table 5-

1, which represents a set of 15.000 households. As a representative case of possible internal network 
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topology, we adopted a modified version of the 30-bus Power Flow Test Case (Figure 8-3) [28]. We 

note that we mainly used the test case from a topological perspective, and thus derived a simplified 

graph-based representation of it. The simplified network contains 21 nodes (Figure 8-4). This is due 

to the fact that, for simplicity, some nodes of Figure 8-3 have been joined together (e.g., 4/12/13 and 

6/9/10/11). 

 

Figure 8-3. 30-bus Power Flow Test Case [28]. 

 

Figure 8-4. Simplified network derived from the 30-bus Power Flow Test Case. 

The nominal parameters that will be used in this evaluation are reported in Table 8-1. The unit of 

measurement for time is minutes. The load levels are expressed as relative numbers. The results in 

the following have been computed using the discrete-event simulator provided with the Mobius tool-

set. All the values have been computed by running at least 10.000 simulation batches, with a relative 

confidence half-interval of 0.1, and confidence level 90%. 

Table 8-1. Model parameters and their default values. Times are in minutes. 

Parameter Symbol Value Description 

LoadMin 𝐿𝑚𝑖𝑛 0.2 Minimum initial load 

LoadMax 𝐿𝑚𝑎𝑥 0.6 Maximum initial load 



 

D5.2 Evaluation method design, evaluation of IRENE methods, collabo-

ration framework and modelling tool  
 

13 April 2017 Version 1 Page 47 

Dissemination level: confidential/public 

irene

OverloadOccurrenceRate 𝜆 1.0E-5 Occurrence rate of an overload event 

OverloadMin 𝑂𝐿𝑚𝑖𝑛 0.1 Minimum load amount that is added by a 

random overload event 

OverloadMax 𝑂𝐿𝑚𝑎𝑥 0.2 Maximum load amount that is added by a 

random overload event  

DeterministicOverloadAmount – 1.0 Amount of load that is added to a compo-

nent when in deterministic mode (what-if 

analysis) 

LoadCritical 𝐿𝑐𝑟𝑖𝑡𝑖𝑐𝑎𝑙 0.75 Critical load level 

LaodFail 𝐿𝑓𝑎𝑖𝑙 0.99 Maximum load level, beyond which the 

component immediately fails 

BreakerDelay 𝑇𝑡𝑟𝑖𝑝 20.0 Time after which the component fails if 

the load remains above 𝐿𝑐𝑟𝑖𝑡𝑖𝑐𝑎𝑙 

OverloadDischargeAmount 𝛾 0.01 Amount of exceeding load that is absorbed 

at each discharge 

OverloadDischargeRate 𝜇 0.1 Rate at which discharge of exceeding load 

occurs 

8.3.2 Random failures 

In the first evaluation we evaluate the effect of random failures on the grid. Figure 8-5 (left) shows 

the average number of failed nodes during a month, at varying of the overload rate 𝜆. Note that repairs 

are not included in the model. Values of 𝜆 equal to 5.0E-5 or higher pose a significant threat for the 

analysed grid topology: on the average at least one node will be failed after 30 days. For 𝜆=5.0E-4 

the system is not manageable anymore: on the average more than 9 nodes will be failed after 30 days. 

This is clearly a situation where cascading failures are occurred, causing a widespread failure of net-

work nodes. 

 

Figure 8-5. Effect of random failures on the grid, considering both average number of node 

failures (left), and failure probability of individual nodes (right). 

Figure 8-5 (right) shows the failure probability of individual nodes after 30 days, in the nominal 

configuration. From the figure it is evident that some nodes are more subject to be the target of failure 
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propagation with respect to other nodes. In particular, node #3 is the most critical one, followed by 

#2, #19, and #9. The least affected ones result to be node #4 and node #5. By comparing these results 

with the diagram of Figure 8-4, the nodes that are deemed most critical are those that have a higher 

number of neighbours (node degree). The results are explained by the fact that, having more neigh-

bours, they will receive a higher amount of propagated load in case of other nodes’ failures. 

8.3.3 What-if analysis 

In this section we show how the framework can be used to perform what-if analysis. We assume that 

a large overload occurs on one of the nodes of the network, causing its failure, and we assess if and 

how the failure has cascading effects on the other nodes of the grid. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 8-6 depicts the effect of a large overload on four different nodes of the network: node 1, node 

7, node 9, and node 20. Each graph shows the probability of failure of the other nodes of the network 

as a consequence of the failure under analysis. The results provide useful insights on the criticality of 

individual nodes, and on the possible propagation dynamics that may arise. 

In case of failure of node 1 (top left), its immediate neighbours, nodes 0, 2, 3, and 4, will also fail. 

However, the cascading effect is limited: for the other nodes the probability of failure is zero or very 

small. Similarly, the failure of node 7 (top right) has a large impact only on nodes within distance 

two from it (2, 3, and 6), while it has a limited impact on the others. This is a good indication that the 

cascading effect will be contained. The interruption of the cascading effect is due to the high degree 

of both nodes 2 and 3; this allows the excess load to be spread among a large number of nodes, thus 

being partially absorbed.  
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Figure 8-6. Effect of a large overload on specific nodes of the network. 

Instead, the failure of node 9 (bottom left) or node 20 (bottom right) causes a large cascading effect 

on many nodes of the network. In the first case, four nodes have a failure probability greater than 

50%, and other three greater than 25%. In the second case, three nodes have a failure probability of 

almost 100%, three near 50%, and other two greater than 25%, some of which are at distance 4 from 

the failed node.  

It should be noted that, under the “random failure” setting (Section 8.3.2), node 9 was found to be 

one of the nodes more affected by random failures. The what-if analysis performed in this section 

indicates that a failure of that node would cause severe cascading effects on the whole network. 

Therefore these results suggest that node 9 is a very critical node, which could require some specific 

maintenance actions, e.g. for increasing the maximum load level beyond which the component fails 

(thus increasing the 𝐿𝑓𝑎𝑖𝑙 and 𝐿𝑐𝑟𝑖𝑡𝑖𝑐𝑎𝑙 thresholds). 

8.3.4 Summary 

The approach presented in this section can be used to analyse, from a quantitative point of view, the 

impact of failures on the network. The approach can be used to analyse the effect of random failures 

in the target grid, as well as to perform what-if analyses. The application of the approach to the pre-

sented use case has demonstrated its capabilities to assess the resilience of the grid topology, and to 

identify most critical paths and nodes in the grid, which are more vulnerable to cascading failures. 

These kinds of analyses can be profitably used as support for planning the construction and/or evolu-

tion of the network, in order to maximize its resilience to failures. 
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9 CONCLUSIONS 

This document applies a number of constructs as reviewed in D5.1 of the IRENE WP5 [1]. As a 

result, this forms basis for designing and evaluating outcomes of IRENE gaming simulations and 

stakeholder workshops. The document also presents the design of the gaming and stakeholder work-

shop, as well as the questionnaire design in order to assess the scalability of IRENE methods and 

tools to real-life situations, and report on quantitative assessment from the gaming and stakeholder 

workshop.  

 

The main output of this document is to present the result and evaluation of the gaming simulation and 

stakeholder workshop respectively. A baseline grid configuration is developed and fellow students 

and stakeholders are required to undertake collaborative grid planning and further propose several 

solutions in order to improve the robustness of the ordinary grid structure. IRENE tools are used to 

simulate the outcome decision as proposed by fellow students and stakeholders. The survey feedback 

gathered will not only further supports and complements the analysis, but also to improve the effi-

ciency, practicability and impact mitigation of IRENE tools, methods and policies.  
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A HANDOUT FOR GAMING EXERCISE 
We would like to thank you for participating in this ex-

ercise. Your feedback will help us to improve a tool ori-

ented to support analysis of grid robustness.  

Intro 

The collaboration of stakeholders is vital for improving 

the resilience of a complex system, such as an urban 

grid. In this exercise, several city-level stakeholders 

need to collectively decide how to introduce a new com-

ponent into the urban grid architecture to improve ro-

bustness of the grid. Please read the details of stake-

holder roles below. 

Overview of Stakeholders’ Expertise  

Several stakeholders work together on deciding how to 

introduce a grid element into the grid. They aim at en-

suring the continuity of electricity supply to critical city 

consuming nodes during power outages. These stake-

holders are: 

- City Planner (CP), who thinks how the city might 

develop; 

- Distribution Network Operator (DNOs), who con-

trols the grid and ensures it functioning; 

- Citizen and Business Representative (CBR), who 

considers continuity of city functions.  

City Planner (CP) is responsible in the renewable en-

ergy-related landscape and the overall aim to reduce 

greenhouse gas emission. For instance, to find a suitable 

location for a plant, one should account for distances 

from the site to the sources. In case of solar urban plan-

ning, the interplay between the urban form and solar en-

ergy inputs is another concern. Not everywhere can be 

possible to locate solar panels or wind generators. Inter-

relations between generation and consumption nodes 

can be complex. Short term goals are linked to long term 

goals, but are not the same. 

DNO ensures the operation of the grid and how to secure 

electricity supply. Because of the variability in genera-

tion, it is essential that IT elements of the grid will be 

able to act efficiently to manage fluctuations in energy 

generation. Adversarial attacks, natural disasters, and 

software&hardware failures can cripple the grid. DNO 

thinks of possible risks and pay particular attention to 

changes in the grid, the introduction, updates, or re-

moval of grid components. Still, grid operators may 

overlook the importance of particular customers for the 

proper functioning of the city as a whole (see CBR func-

tions) and lack a global picture, provided by CP.  

Citizen and Business Representative (CBR) is involved 

into the planning to help investigate how severe is the 

blackout.  CBR considers the impact of the blackout to 

citizens and businesses. (S)he has a stake in prioritizing 

electricity distribution during blackouts. 

Exercise 

Please choose one of the stakeholder roles, so your 

group have all three stakeholders represented. Think 

how your role contributes to collaborative decision 

making within the 6 step process. Perform the 6-step 

process in collaboration with other actors present in 

your group (with the help of the tool). Later, we would 

like you to reflect on how you see the tool within this 

process. 

We suggest that you structure your interactions with re-

spect to six steps suggested by US NIIP (US National 

Infrastructure Protection Plan): 

- Set security goals: Define specific outcomes, condi-

tions, end points, or performance targets that collec-

tively constitute an effective protective posture; 

- Identify assets, systems, networks, and functions: 

Develop an inventory of the assets, systems, and net-

works; 

- Assess risks: Determine risk by combining potential 

direct and indirect consequences of a terrorist attack 

or other hazards, known vulnerabilities to various 

potential attack vectors, and general or specific 

threat information; 

- Prioritize: Aggregate and analyze risk assessment re-

sults to develop a picture of asset, system, and net-

work risk, establish priorities based on risk, and de-

termine protection and business continuity initia-

tives that provide the greatest mitigation of risk; 

- Implement protective programs: Select protective 

actions to reduce or manage the risk identified and 

secure the resources needed to address priorities; 

- Measure effectiveness: Use metrics and other evalu-

ation procedures to measure progress and assess the 

effectiveness of the protection program in improving 

protection, managing risk, and increasing resiliency. 
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B HANDOUT FOR STAKEHOLDER 

WORKSHOP 
We would like to thank you for participating in this ex-

ercise. Your feedback will help us to improve a tool ori-

ented to support analysis of grid robustness.  

Intro 

The collaboration of stakeholders is vital for improving 

the resilience of a complex system, such as an urban 

grid. In this exercise, several city-level stakeholders 

need to collectively decide how to introduce a new com-

ponent into the urban grid architecture to improve ro-

bustness of the grid. Please read the details of stake-

holder roles below. 

Overview of Stakeholders’ Expertise  

Several stakeholders work together on deciding how to 

introduce a grid element into the grid. They aim at en-

suring the continuity of electricity supply to critical city 

consuming nodes during power outages. These stake-

holders are: 

- City Planner (CP), who thinks how the city might 

develop; 

- Distribution Network Operator (DNOs), who con-

trols the grid and ensures it functioning; 

- Citizen and Business Representative (CBR), who 

considers continuity of city functions.  

City Planner (CP) is responsible in the renewable en-

ergy-related landscape and the overall aim to reduce 

greenhouse gas emission. For instance, to find a suitable 

location for a plant, one should account for distances 

from the site to the sources. In case of solar urban plan-

ning, the interplay between the urban form and solar en-

ergy inputs is another concern. Not everywhere can be 

possible to locate solar panels or wind generators. Inter-

relations between generation and consumption nodes 

can be complex. Short term goals are linked to long term 

goals, but are not the same. 

DNO ensures the operation of the grid and how to secure 

electricity supply. Because of the variability in genera-

tion, it is essential that IT elements of the grid will be 

able to act efficiently to manage fluctuations in energy 

generation. Adversarial attacks, natural disasters, and 

software&hardware failures can cripple the grid. DNO 

thinks of possible risks and pay particular attention to 

changes in the grid, the introduction, updates, or re-

moval of grid components. Still, grid operators may 

overlook the importance of particular customers for the 

proper functioning of the city as a whole (see CBR func-

tions) and lack a global picture, provided by CP.  

Citizen and Business Representative (CBR) is involved 

into the planning to help investigate how severe is the 

blackout.  CBR considers the impact of the blackout to 

citizens and businesses. (S)he has a stake in prioritizing 

electricity distribution during blackouts. 

Exercise 

Please think how your role contributes to collaborative 

decision making within the 6 step process. Perform the 

6-step process in collaboration with other actors pre-

sent in your group (with the help of the tool). Later, we 

would like you to reflect on how you see the tool within 

this process. 

We suggest that you structure your interactions with re-

spect to six steps suggested by US NIIP (US National 

Infrastructure Protection Plan): 

- Set security goals: Define specific outcomes, condi-

tions, end points, or performance targets that collec-

tively constitute an effective protective posture; 

- Identify assets, systems, networks, and functions: 

Develop an inventory of the assets, systems, and net-

works; 

- Assess risks: Determine risk by combining potential 

direct and indirect consequences of a terrorist attack 

or other hazards, known vulnerabilities to various 

potential attack vectors, and general or specific 

threat information; 

- Prioritize: Aggregate and analyze risk assessment re-

sults to develop a picture of asset, system, and net-

work risk, establish priorities based on risk, and de-

termine protection and business continuity initia-

tives that provide the greatest mitigation of risk; 

- Implement protective programs: Select protective 

actions to reduce or manage the risk identified and 

secure the resources needed to address priorities; 

- Measure effectiveness: Use metrics and other evalu-

ation procedures to measure progress and assess the 

effectiveness of the protection program in improving 

protection, managing risk, and increasing resiliency. 

Goals: 

- Primary goal: Compared to the initial scenario 

, the updated scenario should have at least the 

same resilience coefficient (to meet demand) 

- Secondary goal: increase monetary saving 

Given: 

- Increase of the population by NNN. 

- Set of components stakeholders can use 

- Outage scenarios 

- Grid topology (IEEE-14 inspired tree) 
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Actionable points: 

- Add/remove a PV or Wind to LV Nodes 

- Add/remove storages and generators  

- Add components to Nodes 6-8. 

- Add/change/remove MV elements 

Limitation:  

- Cannot move consumption elements 

- Cannot change (reduced) customer profile – 

critical loads were already defined 

- Only one type of consumer in the tree 

- There are no back-up lines between the nodes 

- If there is consumption in the LV node, there 

should be at least two generators (to ensure 

electricity supply if one generator fails) 

- The circuit breaker is used to simulate the node 

disconnection. 
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C QUESTIONNAIRE FOR GAMING SIMULATION 
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D QUESTIONNAIRE FOR STAKEHOLDER WORKSHOP 
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E QUESTIONNAIRE FEEDBACK FROM GAMING SIMULATION 
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G QUESTIONNAIRE FEEDBACK FROM  STAKEHOLDER WORKSHOP – PART 2

 

Stakeholder #1: 

1. The collaboration framework (I attached a scheme of it to this email); 

I think the scope could be widened to include all stakeholders, but is a great basis already. 

For the intended audience I fell it could be ‘jazzed up a little’ 

 

2. Applicability and practicability of the tool; 

I felt the tool was almost immediately applicable, but I do think there needs to recognition that cross 

connections will also exist in addition to the vertical hierarchy.  As a tool to explore islanding, it will 

need to additionally consider the transition from grid to microgrid and back again, especially in 

relation to the frequency master. 

 

3. Efficiency of the tool; 

I feel the tool has a lot to offer but needs further development, essential will be the facility to save 

configured networks so they can be reloaded and returned to at a later date 

Usability also needs to be improved, it was apparent at the workshop that considerable familiarity 

with the tool was needed to use it in its current form, it will be important that a user with domain 

knowledge but little else be able to use the tool. 

 

4. Market opportunity for the tool. 

I think there is a commercial use for the tool, but only once it has been enhanced to offer the save/load 

functionality and after further testing. This was supported by Stakeholder #2 (who can be considered 

independent). The tool could be marketed as both the resilience tool it was designed to be and also 

as a basic system arrangement capture and documentation tool, the later may be of particular inter-

ested to city planners and DNO/DSO seniors that may not understand the detailed technical infor-

mation on existing diagrams (where they exist). 

 

Stakeholder #2: 

Based on my understanding - I see opportunity in the ongoing development of the tool.  From my 

perspective the ability of the tool to assist with network congestion is a very important aspect and 

should be of value to utility companies.   I understand there is an aspiration for the tool to be of value 

to city planning departments.   I think this is possible.   However I see an immediate benefit if the tool 

were to be road tested with some utility companies so that the concept can be proved and vali-

dated.   This would help define the next steps of activity and help make the product adaptable to a 

range of potential market sectors. 
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